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(57)Abstract: 

PROBLEM TO BE SOLVED: To autonomously carry out the issue of an attribute 
certificate in a distributed radio ad hoc communication system. 
SOLUTION: A terminal B200 transmits a beacon 201 1 to log on a network of a radio 
ad hoc communication system. In the beacon 2011. whether the terminal B200 has an 
attribute certificate or not is indicated. A terminal A100 which has received the 
beacon 201 1 checks the beacon. When it is determined that the terminal B200 does 
not have the attribute certificate, the terminal A100 transmits an attribute certificate 
issue proposing message 1032 to the terminal B200 for requesting the issue of an 
attribute certificate. In response to this, the terminal B200 transmits an attribute 
certificate issue requesting message 2041. Then, the terminal A100 transmits an 
attribute certificate issuing message 1 052 to the terminal B200. 
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CLAIMS 



[Claim(s)] 
[Claim 1] 

It is the wireless ad hoc communication system constituted with two or more 
terminals, 

The 1 St terminal which transmits a signal including the beacon information which 
shows the purport which does not have a terminal authority authentication certificate, 
The 2nd terminal it is proposed to said 1st terminal that said signal is answered and 
carries out a terminal authority authentication certificate issue request 
Wireless ad hoc communication system to provide. 
[Claim 2] 

A receiving means to receive a signal including beacon information, 

reception of the signal with which this receiving means includes predetermined 

beacon information from other terminals carries out a terminal authority 

authentication certificate issue request — as — being concerned — others -- a 

terminal authority authentication certificate issue proposal means to propose to a 

terminal 

The terminal characterized by providing. 
[Claim 3] 

A means to acquire the terminal identification information on the terminal of these 



these others from said signal from a terminal besides the above which said receiving 
means received is provided further, 

Said terminal authority authentication certificate issue proposal means performs said 
proposal based on said terminal Identification Information. 
The terminal according to claim 2 characterized by things. 
[Claim 4] 

In case said terminal authority authentication certificate issue proposal means 
proposes said terminal authority authentication certificate issue request to a terminal 
besides the above, it presents the public key certificate of said terminal collectively. 
The terminal according to claim 2 characterized by things. 
[Claim 5] 

A receiving means to receive a signal including beacon information, 
If the signal with which this receiving means includes predetermined beacon 
Information from other terminals is received -- being concerned ~ others -- the 
terminal authority authentication certificate which makes a terminal an owner — 
publishing ~ being concerned -- others -- a terminal authority authentication 
certificate issue proposal means to propose to a terminal 
The terminal characterized by providing. 
[Claim 6] 

A means to acquire the terminal identification information on the terminal of these 
these others from said signal from a terminal besides the above which said receiving 
means received Is provided further. 

Said terminal authority authentication certificate issue proposal means performs said 
proposal based on said terminal identification information. 
The terminal according to claim 5 characterized by things. 
[Claim 7] 

In case said terminal authority authentication certificate issue proposal means 
proposes said terminal authority authentication certificate Issue request to a terminal 
besides the above, it presents the public key certificate of said terminal collectively. 
The terminal according to claim 5 characterized by things. 
[Claim 8] 

The receiving means for receiving a signal including beacon information, 
the case where the signal with which this receiving means Includes beacon 
information from other terminals is received — setting — being concerned — others 
— If said signal does not show the purport in which a terminal has a terminal 
authority authentication certificate, a terminal authority authentication certificate 
Issue request Is carried out -- as — being concerned — others — a terminal 
authority authentication certificate issue proposal means to propose to a terminal 
The terminal characterized by providing. 
[Claim 9] 

A means to acquire the terminal identification information on the terminal of these 



these others from said signal from a terminal besides the above which said receiving 
means received is provided further, 

Said terminal authority authentication certificate issue proposal means performs said 
proposal based on said terminal identification information. 
The terminal according to claim 8 characterized by things. 
[Claim 10] 

In case said terminal authority authentication certificate issue proposal means 
proposes said terminal authority authentication certificate issue request to a terminal 
besides the above, it presents the public key certificate of said terminal collectively. 

The terminal according to claim 8 characterized by things. 
[Claim 11] 

The terminal authority authentication certificate issue request receiving means for 

receiving a terminal authority authentication certificate issue request, 

this terminal authority authentication certificate issue request receiving means — 

said — others — receiving a terminal authority authentication certificate issue 

request from a terminal — being concerned — others — the check means to which 

the information about a terminal is displayed and a check is urged, 

A terminal authority authentication certificate issue means to notify refusal of a 

terminal authority authentication certificate issue request to a terminal besides the 

above when a terminal authority authentication certificate is published to a terminal 

besides the above when said check is made, and said check is refused 

The terminal according to claim 10 characterized by providing in a pan. 

[Claim 12] 

The terminal authority authentication certificate issue terminal list table holding the 
public key certificate of a terminal authority authentication certificate issue terminal 

is provided further, 

Said terminal authority authentication certificate issue means transmits the public key 
certificate of said terminal authority authentication certificate issue terminal held on 
the occasion of issue of said terminal authority authentication certificate at said 
terminal authority authentication certificate issue terminal list table to a terminal 
besides the above. 

The terminal according to claim 1 1 characterized by things. 

[Claim 13] 

The terminal authority authentication certificate lapse list table holding the lapse list 
of terminal authority authentication certificates is provided further. 
Said terminal authority authentication certificate issue means transmits said terminal 
authority authentication certificate lapse list held on the occasion of issue of said 
terminal authority authentication certificate at said terminal authority authentication 
certificate lapse list table to a terminal besides the above. 
The terminal according to claim 1 1 characterized by things. 
[Claim 14] 



The receiving means for receiving a signal including beacon information, 
the case where the signal with which this receiving means includes beacon 
information from other terminals is received — setting — being concerned — others 
— if said signal does not show the purport in which a terminal has a terminal 
authority authentication certificate — being concerned — others — the terminal 
authority authentication certificate which makes a terminal an owner -- publishing — 
being concerned — others — a terminal authority authentication certificate issue 
proposal means to propose to a terminal 
The terminal characterized by providing. 
[Claim 15] 

A means to acquire the terminal identification information on the terminal of these 
these others from said signal from a terminal besides the above which said receiving 
means received is provided further, 

Said terminal authority authentication certificate issue proposal means performs said 
proposal based on said terminal identification information. 
The terminal according to claim 1 4 characterized by things. 
[Claim 16] 

In case said terminal authority authentication certificate issue proposal means 
proposes said terminal authority authentication certificate issue request to a terminal 
besides the above, it presents the public key certificate of said terminal collectively. 
The terminal according to claim 14 characterized by things. 
[Claim 17] 

A transmitting means to transmit a signal including the beacon information which 
shows the purport which does not have a terminal authority authentication certificate, 
A terminal authority authentication certificate issue proposal receiving means to 
receive the proposal of the terminal authority authentication certificate issue request 
to said signal, 

this terminal authority authentication certificate issue proposal receiving means 
receives said proposal from other terminals — being concerned — others — the 
check means to which the information about a terminal is displayed and a check is 
urged, 

the case where said check is made — said — others — the case where requested 
issue of a terminal authority authentication certificate to the terminal, and said check 
is refused — said — others — a terminal authority authentication certificate issue 
request means to notify refusal of a terminal authority authentication certificate issue 
proposal to a terminal 
The terminal to provide. 
[Claim 18] 

In case said terminal authority authentication certificate issue request means 
requests said terminal authority authentication certificate issue to a terminal besides 
the above, it presents the public key certificate of said terminal collectively. 



The terminal according to claim 1 7 characterized by things. 
[Claim 19] 

A transmitting means to transmit a signal including the beacon information which 
shows the purport which does not have a terminal authority authentication certificate, 
A terminal authority authentication certificate issue proposal receiving means to 
receive the proposal of the terminal authority authentication certificate issue request 
to said signal, 

this terminal authority authentication certificate issue proposal receiving means 
receives said proposal from other terminals — being concerned others the 
check means to which the information about a terminal is displayed and a check is 
urged, 

A terminal authority authentication certificate issue request means to request issue 
of a terminal authority authentication certificate to a terminal besides the above when 
the terminal authority authentication certificate concerned is received when said 
proposal contains the terminal authority authentication certificate [ finishing / issue ], 
if said check is made, and said proposal does not contain the terminal authority 
authentication certificate [ finishing / issue ] 
The terminal to provide. 
[Claim 20] 

In case said terminal authority authentication certificate issue request means 
requests said terminal authority authentication certificate issue to a terminal besides 
the above, it presents the public key certificate of said terminal collectively. 
The terminal according to claim 1 9 characterized by things. 
[Claim 21] 

A receiving means to receive a signal including beacon information, 

A terminal authority authentication certificate issue request means to request to a 

terminal besides the above to carry out terminal authority authentication certificate 

issue if the signal with which this receiving means includes predetermined beacon 

information from other terminals is received 

The terminal characterized by providing. 

[Claim 22] 

A means to acquire the terminal identification information on the terminal of these 
these others from said signal from a terminal besides the above which said receiving 
means received is provided further, 

A terminal authority authentication certificate issue request means performs said 
proposal based on said terminal identification information. 
The terminal according to claim 21 characterized by things. 
[Claim 23] 

The terminal authority authentication certificate table holding the 1st terminal 
authority authentication certificate in which the access permission in the end of a 
local is shown, 



The receiving means for receiving a signal including beacon information, 
the case where the signal with which this receiving means includes beacon 
information from other terminals is received — setting — being concerned — others 

— the 2nd terminal-authority authentication certificate in which the access 
permission of a terminal is shown — being concerned — others — said 1st terminal- 
authority authentication certificate held at said terminal-authority authentication 
certificate table when said signal showed the purport which a terminal has — showing 

— said — others — an authentication demand means require said authentication in 
the end of a local from a terminal 

The terminal characterized by providing. 
[Claim 24] 

The terminal authority authentication certificate issue terminal list table holding the 
public key certificate of a terminal authority authentication certificate issue terminal, 
An authentication demand receiving means to receive the 2nd authentication demand 
which answers the authentication demand by said authentication demand means, and 
a terminal besides the above requires, 

A verification means to verify said 2nd terminal authority authentication certificate 
contained in said 2nd authentication demand which this authentication demand 
receiving means received with the public key contained in the public key certificate 
held at said terminal authority authentication certificate issue terminal list table 
The terminal according to claim 23 characterized by providing in a pan. 
[Claim 25] 

The terminal authority authentication certificate lapse list table holding a terminal 
authority authentication certificate lapse list is provided further, 
Said verification means makes a judgment with authentication failure, when said 2nd 
terminal authority authentication certificate is invalidated in said terminal authority 
authentication certificate lapse list held at said terminal authority authentication 
certificate lapse list table. 

The terminal according to claim 24 characterized by things. 

[Claim 26] 

The terminal authority authentication certificate issue terminal list table holding the 
public key certificate of a terminal authority authentication certificate issue terminal, 
A transmitting means to transmit a signal including the beacon information which 
shows the purport which has the 2nd terminal authority authentication certificate to 
other terminals which have the 1st terminal authority authentication certificate, 
The terminal authority authentication certificate table holding said 2nd terminal 
authority authentication certificate in which the access permission in the end of a 
local is shown, 

An authentication demand receiving means to receive the 1 st authentication demand 
from other terminals to said signal, 

A verification means to verify said 1 st terminal authority authentication certificate 



contained in said 1st autlientication demand wliich this authentication demand 
receiving means received with the public key contained in the public key certificate 
held at said terminal authority authentication certificate issue terminal list table, 
if authentication succeeds in this verification means — said — others — said 2nd 
terminal authority authentication certificate held to the terminal at said terminal 
authority authentication certificate table — showing — said — others — an 
authentication demand means to perform the 2nd authentication demand which 
requires said authentication in the end of a local from a terminal 
The terminal characterized by providing. 
[Claim 27] 

The terminal authority authentication certificate lapse list table holding a terminal 
authority authentication certificate lapse list is provided further, 
Said verification means makes a judgment with authentication failure, when said 2nd 
terminal authority authentication certificate is invalidated in said terminal authority 
authentication certificate lapse list held at said terminal authority authentication 
certificate lapse list table. 

The terminal according to claim 26 characterized by things. 
[Claim 28] 

The procedure of receiving a signal including beacon information, 
The procedure it is proposed to a said transmitting former terminal that carries out a 
terminal authority authentication certificate issue request if said signal does not show 
the purport in which the transmitting agency terminal of said signal has a terminal 
authority authentication certificate 

The terminal authority authentication certificate issue proposal approach 

characterized by providing. 
[Claim 29] 

The procedure which acquires the terminal identification information on the terminal 
of these these others from said signal from a terminal besides the above is provided 
further, 

Said proposal is performed based on said terminal identification information. 

The terminal authority authentication certificate issue proposal approach according to 

claim 28 characterized by things. 

[Claim 30] 

The procedure of receiving a signal including beacon information. 
The procedure which publishes the terminal authority authentication certificate which 
makes the concerned transmitting former terminal an owner if said signal does not 
show the purport in which the transmitting agency terminal of said signal has a 
terminal authority authentication certificate, and is proposed to the concerned 
transmitting former terminal 

The terminal authority authentication certificate issue proposal approach 
characterized by providing. 



[Claim 31] 

The procedure of transmitting a signal including the beacon information which shows 
the purport which does not have a terminal authority authentication certificate, 
The procedure of receiving the proposal of the terminal authority authentication 
certificate issue request to said signal, 

The procedure to which the information about the transmitting agency terminal of 
said proposal is displayed, and a check is urged. 

The procedure which notifies refusal of a terminal authority authentication certificate 
issue proposal to a said transmitting former terminal when issue of a terminal 
authority authentication certificate is requested to a said transmitting former terminal 
when said check is made, and said check is refused 

The terminal authority authentication certificate issue request approach to provide. 
[Claim 32] 

The procedure of transmitting a signal including the beacon information which shows 
the purport which does not have a terminal authority authentication certificate, 
The procedure of receiving the proposal of the terminal authority authentication 
certificate issue request to said signal. 

The procedure to which the information about the transmitting agency terminal of 
said proposal is displayed, and a check is urged. 

The procedure of requesting issue of a terminal authority authentication certificate to 
a said transmitting former terminal when the terminal authority authentication 
certificate concerned is received when said proposal contains the terminal authority 
authentication certificate [ finishing / issue ], if said check is made, and said proposal 
does not contain the terminal authority authentication certificate [ finishing / issue ] 
The terminal authority authentication certificate issue request approach to provide. 
[Claim 33] 

The procedure of receiving a signal including beacon information, 
if said signal is received from other terminals, terminal authority authentication 
certificate issue will be carried out — as — being concerned — others — the 
procedure requested to a terminal 

The terminal authority authentication certificate issue request approach 
characterized by providing. 

[Claim 34] 

The procedure which acquires the terminal identification information on the terminal 
of these these others from said signal from a terminal besides the above is provided 
further, 

Said request is performed based on said terminal identification information. 

The terminal authority authentication certificate issue request approach according to 

claim 33 characterized by things. 

[Claim 35] 

The procedure of receiving a signal including beacon information, 



The procedure it is proposed to a said transmitting former terminal tliat carries out a 

terminal authority authentication certificate issue request if said signal does not show 

the purport in which the transmitting agency terminal of said signal has a terminal 

authority authentication certificate 

The program characterized by performing a terminal. 

[Claim 36] 

The procedure of receiving a signal including beacon information, 
The procedure which publishes the terminal authority authentication certificate which 
makes the concerned transmitting former terminal an owner if said signal does not 
show the purport in which the transmitting agency terminal of said signal has a 
terminal authority authentication certificate, and is proposed to the concerned 
transmitting former terminal 

The program characterized by performing a terminal. 

[Claim 37] 

The procedure of transmitting a signal including the beacon information which shows 
the purport which does not have a terminal authority authentication certificate. 
The procedure of receiving the proposal of the terminal authority authentication 
certificate issue request to said signal, 

The procedure to which the information about the transmitting agency terminal of 
said proposal is displayed, and a check is urged. 

The procedure which notifies refusal of a terminal authority authentication certificate 
issue proposal to a said transmitting former terminal when issue of a terminal 
authority authentication certificate is requested to a said transmitting former terminal 
when said check is made, and said check is refused 
The program characterized by performing a terminal. 
[Claim 38] 

The procedure of transmitting a signal including the beacon information which shows 
the purport which does not have a terminal authority authentication certificate. 
The procedure of receiving the proposal of the terminal authority authentication 
certificate issue request to said signal. 

The procedure to which the information about the transmitting agency terminal of 
said proposal is displayed, and a check is urged, 

The procedure of requesting issue of a terminal authority authentication certificate to 
a said transmitting former terminal when the terminal authority authentication 
certificate concerned is received when said proposal contains the terminal authority 
authentication certificate [ finishing / issue ], if said check is made, and said proposal 
does not contain the terminal authority authentication certificate [ finishing / issue ] 
The program characterized by performing a terminal. 
[Claim 39] 

The procedure of receiving a signal including beacon information, 

if said signal is received from other terminals, terminal authority authentication 



certificate issue will be carried out — as -- being concerned -- others — the 

procedure requested to a terminal 

The program characterized by performing a terminal. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 

[Field of the Invention] 

[0001] 

This invention relates to the program which makes a computer (terminal) perform the 
terminal in the wireless ad hoc communication system which makes the access 
permission to a network attest especially using a terminal authority authentication 
certificate, and the system concerned, the art in these, and the approach concerned 
about wireless ad hoc communication system. 
[Background of the Invention] 
[0002] 

The miniaturization of electronic equipment and high performance-ization progress, a 
terminal is connected to a network from it having become possible to carry simply 
and to use on the needed spot, and the environment which makes a communication 
link possible is searched for. Development of the network temporarily built as one if 
needed, i.e., a wireless ad hoc network technique, is furthered. In this wireless ad hoc 
network, without preparing a specific access point, each terminals (for example, a 
computer, a Personal Digital Assistant (PDA:Personal Digital Assistance), a cellular 
phone, etc.) carry out autonomous distribution, and are connected mutually. 
[0003] 

In order to prevent the device which generally does not have the authority connected 
to a certain network resource accessing, authority administration using a terminal 
authority authentication certificate is performed. As an example of this terminal 
authority authentication certificate, an attribute certificate is newly defined in March, 
2000 by X.509 version 3, and the profile (definition of the contents of the data field 
contained in an attribute certificate) is summarized as specification (Standard Track 
RFC (Request For Comments)) of a standardization process from April, 2002. By 
using an attribute certificate as an access-permission certificate to a network 
resource, the authority linked to a network resource can be checked and connection 
can be permitted only to the terminal which holds connection rating. In addition, on 
these specifications, although an attribute certificate is explained as an example of a 
terminal authority authentication certificate, terminal authority is described with XML 



language etc., and even if it seems that the engine which has authority was created 
by ****** which gives a signature to it, it may function as a terminal authority 

authentication certificate in this invention, for example. 
[0004] 

In the conventional communication system, the centralized control of the data used 
for authentication is carried out in the specific equipment on a network. For example, 
if one public key management equipment is shared with two or more radio switching 
systems and a migration terminal moves to the service area of a certain radio 
switching system, the technique of requiring the public key of the migration terminal 
of public key management equipment is proposed (for example, patent reference 1 
reference.). 

[Patent reference 1] JP,10-112883,A ( drawing 1 ) 
[Description of the Invention] 
[Problem(s) to be Solved by the Invention] 
[0005] 

Although the centralized control of the data used for authentication is carried out in 
the conventional communication system, in wireless ad hoc communication system, a 
terminal always moves, the terminals which therefore constitute a network each time 
differ, and the equipment which performs such a centralized control does not always 
exist. Moreover, on the property of a wireless medium, since the channel to the 
equipment which performs such a centralized control is not always secured, it is not 
suitable for a centralized control. 
[0006] 

Then, the purpose of this invention is in wireless ad hoc communication system to 
carry out autonomous distribution and perform issue of a terminal authority 
authentication certificate. All the wireless terminals of especially this invention that 
constitute a network are useful in the wireless network which transmits management 
information (for example, beacon etc.). 
[Means for Solving the Problem] 
[0007] 

The 2nd terminal it is proposed to the 1st terminal of the above that the 1st terminal 
which transmits a signal including the beacon information which the wireless ad hoc 
communication system of this invention according to claim 1 is wireless ad hoc 
communication system constituted with two or more terminals, and shows the purport 
which does not have a terminal authority authentication certificate, and the above- 
mentioned signal are answered in order to solve the above-mentioned technical 
problem, and carries out a terminal authority authentication certificate issue request 
is provided. Operation of developing issue processing of a terminal authority 
authentication certificate between the 2nd terminal by making the signal from the 1 st 
terminal into a trigger by this is brought about. 
[0008] 



moreover, the terminal of this invention according to claim 2 will carry out a terminal 
authority authentication certificate issue request, if the signal with which the 

receiving means and this receiving means for receiving a signal including beacon 
information include predetermined beacon information from other terminals is 
received — as — being concerned — others — a terminal authority authentication 
certificate issue proposal means to propose to a terminal is provided. Operation of 
developing issue processing of a terminal authority authentication certificate by 
making a signal including beacon information into a trigger by this is brought about. 
[0009] 

Moreover, the terminal of this invention according to claim 3 possesses further a 
means to acquire the terminal identification information on the terminal of these 
these others from the above-mentioned signal from a terminal besides the above 
which the above-mentioned receiving means received in a terminal according to claim 
2, and the above-mentioned terminal authority authentication certificate issue 
proposal means performs the above-mentioned proposal based on the above- 
mentioned terminal identification information. The operation of making it propose, 
after this checks the terminal which should propose a terminal authority 
authentication certificate issue request is brought about. 
[0010] 

Moreover, in a terminal according to claim 2, in case the above-mentioned terminal 
authority authentication certificate issue proposal means proposes the above- 
mentioned terminal authority authentication certificate issue request to a terminal 
besides the above, the terminal of this invention according to claim 4 combines the 
public key certificate of the above-mentioned terminal, and is shown. The operation of 
making the transmit terminal of a signal including beacon information by this check 
this human nature of the terminal which proposed the terminal authority 
authentication certificate issue request is brought about. 
[0011] 

moreover — if the terminal of this invention according to claim 5 receives the signal 
with which a receiving means to receive a signal including beacon information, and this 
receiving means include predetermined beacon information from other terminals — 
being concerned — others — the terminal authority authentication certificate which 
makes a terminal an owner — publishing — being concerned — others — a terminal 
authority authentication certificate issue proposal means to propose to a terminal is 
provided. This brings about the operation of making a terminal authority 
authentication certificate publish in advance of a terminal authority authentication 
certificate issue request by making a signal including beacon information into a trigger. 
[0012] 

Moreover, the terminal of this invention according to claim 6 possesses further a 
means to acquire the terminal identification information on the terminal of these 
these others from the above-mentioned signal from a terminal besides the above 



which the above-mentioned receiving means received in a terminal according to claim 
5, and, as for the above-mentioned terminal authority authentication certificate issue 
proposal means, the above-mentioned proposal is performed based on the above- 
mentioned terminal identification information. The operation of making a terminal 
authority authentication certificate receive, after this checks the terminal which 
should propose a terminal authority authentication certificate issue request is brought 
about. 
[0013] 

Moreover, in a terminal according to claim 5, in case the above-mentioned terminal 
authority authentication certificate issue request is proposed to a terminal besides 
the above, the above-mentioned terminal authority authentication certificate issue 
proposal means combines the public key certificate of the above-mentioned terminal, 
and presents the terminal of this invention according to claim 7. The operation of 
making the transmit terminal of a signal including beacon information by this check 
this human nature of the terminal which proposed terminal authority authentication 
certificate issue is brought about. 
[0014] 

moreover, the case where the signal with which a receiving means and this receiving 
means for the terminal of this invention according to claim 8 to receive a signal 
including beacon information include beacon information from other terminals is 
received — setting — being concerned — others — if the above-mentioned signal 
does not show the purport in which a terminal has a terminal-authority authentication 
certificate, a terminal-authority authentication certificate issue request carries out — 
as — being concerned — others — a terminal-authority authentication certificate 
issue proposal means propose to a terminal provides. When the transmit terminal of a 
signal including beacon information does not have the terminal authority 
authentication certificate by this, operation of developing issue processing of a 
terminal authority authentication certificate by making the signal concerned into a 
trigger is brought about. 
[0015] 

Moreover, the terminal of this invention according to claim 9 possesses further a 
means to acquire the terminal identification information on the terminal of these 
these others from the above-mentioned signal from a terminal besides the above 
which the above-mentioned receiving means received in a terminal according to claim 
8, and, as for the above-mentioned terminal authority authentication certificate issue 
proposal means, the above-mentioned proposal is performed based on the above- 
mentioned terminal identification information. The operation of making it propose, 
after this checks the terminal which should propose a terminal authority 
authentication certificate issue request is brought about. 
[0016] 

Moreover, in a terminal according to claim 8, in case the above-mentioned terminal 



authority authentication certificate issue request is proposed to a terminal besides 
the above, the above-mentioned terminal authority authentication certificate issue 
proposal means combines the public key certificate of the above-mentioned terminal, 
and presents the terminal of this invention according to claim 10. The operation of 
making the transmit terminal of a signal including beacon information by this check 
this human nature of the terminal which proposed the terminal authority 
authentication certificate issue request is brought about. 
[0017] 

Moreover, the terminal of this invention according to claim 1 1 is set to a terminal 
according to claim 10. The terminal authority authentication certificate issue request 
receiving means for receiving a terminal authority authentication certificate issue 
request, this terminal authority authentication certificate issue request receiving 
means receives a terminal authority authentication certificate issue request from a 
terminal besides the above — being concerned — others — with the check means to 
which the information about a terminal is displayed and a check is urged When the 
above-mentioned check is made, a terminal authority authentication certificate is 
published to a terminal besides the above, and when the above-mentioned check is 
refused, a terminal authority authentication certificate issue means to notify refusal 
of a terminal authority authentication certificate issue request to a terminal besides 
the above is provided further. The operation of making a terminal authority 
authentication certificate by this publish, after checking a terminal authority 
authentication certificate issue request terminal is brought about. 
[0018] 

Moreover, the terminal of this invention according to claim 12 is set to a terminal 
according to claim 1 1 . The terminal authority authentication certificate issue terminal 
list table holding the public key certificate of a terminal authority authentication 
certificate issue terminal is provided further. The above-mentioned terminal authority 
authentication certificate issue means transmits the public key certificate of the 
above-mentioned terminal authority authentication certificate issue terminal held at 
the above-mentioned terminal authority authentication certificate issue terminal list 
table on the occasion of issue of the above-mentioned terminal authority 
authentication certificate to a terminal besides the above. This brings about operation 
of making easy verification of the terminal authority authentication certificate in other 
terminals. 
[0019] 

Moreover, in a terminal according to claim 1 1 , the terminal authority authentication 
certificate lapse list table holding the lapse list of terminal authority authentication 
certificates is provided further, and the terminal of this invention according to claim 
1 3 transmits the above-mentioned terminal authority authentication certificate lapse 
list with which the above-mentioned terminal authority authentication certificate 
issue means was held at the above-mentioned terminal authority authentication 



certificate lapse list table on the occasion of issue of the above-mentioned terminal 
authority authentication certificate to a terminal besides the above. Thereby, in case 
a terminal authority authentication certificate is verified in other terminals, the 
operation of making the invalidated terminal authority authentication certificate 
eliminate is brought about. 
[0020] 

Moreover, a receiving means for the terminal of this invention according to claim 1 4 
to receive a signal including beacon information, [ when the signal with which this 
receiving means includes beacon information from other terminals is received ] being 
concerned — others — if the above-mentioned signal does not show the purport in 
which a terminal has a terminal authority authentication certificate — being 
concerned — others — the terminal authority authentication certificate which makes 
a terminal an owner — publishing — being concerned ~ others — a terminal 
authority authentication certificate issue proposal means to propose to a terminal is 
provided. When the transmit terminal of a signal including beacon information does not 
have the terminal authority authentication certificate by this, the operation of making 
a terminal authority authentication certificate publish in advance of a terminal 
authority authentication certificate issue request is brought about by making the 
signal concerned into a trigger. 
[0021] 

Moreover, the terminal of this invention according to claim 1 5 possesses further a 
means to acquire the terminal identification information on the terminal of these 
these others from the above-mentioned signal from a terminal besides the above 
which the above-mentioned receiving means received in a terminal according to claim 
14, and the above-mentioned terminal authority authentication certificate issue 
proposal means performs the above-mentioned proposal based on the above- 
mentioned terminal identification information. The operation of making a terminal 
authority authentication certificate receive, after this checks the terminal which 
should propose a terminal authority authentication certificate issue request is brought 
about. 
[0022] 

Moreover, in a terminal according to claim 14, in case the above-mentioned terminal 
authority authentication certificate issue request is proposed to a terminal besides 
the above, the above-mentioned terminal authority authentication certificate issue 
proposal means combines the public key certificate of the above-mentioned terminal, 
and presents the terminal of this invention according to claim 1 6. The operation of 
making the transmit terminal of a signal including beacon information by this check 
this human nature of the terminal which proposed terminal authority authentication 
certificate issue is brought about. 
[0023] 

Moreover, a transmitting means to transmit that of the signal with which the terminal 



of this invention according to claim 1 7 includes the beacon information which shows 
the purport which does not have a terminal authority authentication certificate, A 
terminal authority authentication certificate issue proposal receiving means to receive 
the proposal of the terminal authority authentication certificate issue request to the 
above-mentioned signal, this terminal authority authentication certificate issue 
proposal receiving means receives the above-mentioned proposal from other 
terminals — being concerned — others ~ with the check means to which the 
information about a terminal Is displayed and a check is urged When the above- 
mentioned check is made, issue of a terminal authority authentication certificate is 
requested to a terminal besides the above, and when the above-mentioned check is 
refused, a terminal authority authentication certificate issue request means to notify 
refusal of a terminal authority authentication certificate issue proposal to a terminal 
besides the above is provided. The operation of making issue of a terminal authority 
authentication certificate by this request, after checking a terminal authority 
authentication certificate issue terminal is brought about. 
[0024] 

Moreover, in a terminal according to claim 17, in case the above-mentioned terminal 
authority authentication certificate issue is requested to a terminal besides the above, 
the above-mentioned terminal authority authentication certificate issue request 
means combines the public key certificate of the above-mentioned terminal, and 
presents the terminal of this invention according to claim 18. The operation of making 
a terminal authority authentication certificate issue terminal by this check this human 
nature of the terminal which carried out the terminal authority authentication 
certificate issue request is brought about. 
[0025] 

Moreover, a transmitting means to transmit the signal with which the terminal of this 
invention according to claim 19 includes the beacon information which shows the 
purport which does not have a terminal authority authentication certificate, A terminal 
authority authentication certificate issue proposal receiving means to receive the 
proposal of the terminal authority authentication certificate issue request to the 
above-mentioned signal, this terminal authority authentication certificate issue 
proposal receiving means receives the above-mentioned proposal from other 
terminals — being concerned — others — with the check means to which the 
information about a terminal is displayed and a check is urged If the above-mentioned 
check is made, when the above-mentioned proposal contains the terminal authority 
authentication certificate [ finishing / issue ], the terminal authority authentication 
certificate concerned is received. When the above-mentioned proposal does not 
contain the terminal authority authentication certificate [ finishing / issue ], a terminal 
authority authentication certificate issue request means to request issue of a terminal 
authority authentication certificate to a terminal besides the above is provided. 
Thereby, when the proposal of a terminal authority authentication certificate issue 



request is received, the proposal judges wliether tlie terminal authority authentication 
certificate [ finishing / issue ] is included, and brings about operation of operating 
whether a terminal authority authentication certificate being received or issue of a 
terminal authority authentication certificate being requested. 

[0026] 

Moreover, in a terminal according to claim 1 9, in case the above-mentioned terminal 
authority authentication certificate issue is requested to a terminal besides the above, 
the above-mentioned terminal authority authentication certificate issue request 
means combines the public key certificate of the above-mentioned terminal, and 
presents the terminal of this invention according to claim 20. The operation of making 
a terminal authority authentication certificate issue terminal by this check this human 
nature of the terminal which carried out the terminal authority authentication 
certificate issue request is brought about. 
[0027] 

Moreover, the terminal of this invention according to claim 21 possesses a terminal 
authority authentication certificate issue request means to request to a terminal 
besides the above to carry out terminal authority authentication certificate issue, if 
the signal with which a receiving means to receive a signal including beacon 
information, and this receiving means include predetermined beacon information from 
other terminals is received. The operation of this answering reception of a signal 
including beacon information, and making terminal authority authentication certificate 
issue request is brought about. 
[0028] 

Moreover, the terminal of this invention according to claim 22 possesses further a 
means to acquire the terminal identification information on the terminal of these 
these others from the above-mentioned signal from a terminal besides the above 
which the above-mentioned receiving means received in a terminal according to claim 
21, and, as for a terminal authority authentication certificate issue request means, the 
above-mentioned proposal is performed based on the above-mentioned terminal 
identification information. The operation of making it request, after this checks the 
terminal which should request issue of a terminal authority authentication certificate 
is brought about. 
[0029] 

Moreover, the terminal authority authentication certificate table holding the 1st 
terminal authority authentication certificate which the terminal of this invention 
according to claim 23 shows the access permission in the end of a local. The 
receiving means for receiving a signal including beacon information, [ when the signal 
with which this receiving means includes beacon information from other terminals is 
received ] The terminal authority authentication certificate of the above 1 st held at 
the above-mentioned terminal authority authentication certificate table when the 
above-mentioned signal showed the purport which a terminal has is shown, being 



concerned — others — the 2nd terminal authority authentication certificate in which 
the access permission of a terminal is shown — being concerned — others — An 
authentication demand means to require the authentication in the above-mentioned 
end of a local from a terminal besides the above is provided. Operation of developing 
the mutual recognition processing based on a terminal authority authentication 
certificate is brought about by making Into a trigger the signal which Includes by this 
the beacon information from other terminals that It has a terminal authority 
authentication certificate. 
[0030] 

Moreover, the terminal of this Invention according to claim 24 is set to a terminal 
according to claim 23. The terminal authority authentication certificate issue terminal 
list table holding the public key certificate of a terminal authority authentication 
certificate Issue terminal, An authentication demand receiving means to receive the 
2nd authentication demand which answers the authentication demand by the above- 
mentioned authentication demand means, and a terminal besides the above requires, 
A verification means to verify the terminal authority authentication certificate of the 
above 2nd included in the authentication demand of the above 2nd which this 
authentication demand receiving means received with the public key contained in the 
public key certificate held at the above-mentioned terminal authority authentication 
certificate issue terminal list table is provided further. The operation of making the 
accepting station of the signal concerned verify the terminal authority authentication 
certificate which this shows the access permission of the transmit terminal of a signal 
including beacon information is brought about. 
[0031] 

Moreover, in a terminal according to claim 24, the terminal authority authentication 
certificate lapse list table holding a terminal authority authentication certificate lapse 
list is provided further, and the terminal of this invention according to claim 25 carries 
out decision with authentication failure, when invalidated In the terminal authority 
authentication certificate of the above 2nd in the above-mentioned terminal authority 
authentication certificate lapse list with which the above-mentioned verification 
means is held at the above-mentioned terminal authority authentication certificate 
lapse list table. Thereby, in case a terminal authority authentication certificate is 
verified in the terminal concerned, the operation of making the Invalidated terminal 
authority authentication certificate eliminate Is brought about. 
[0032] 

Moreover, the terminal authority authentication certificate issue terminal list table 
with which the terminal of this invention according to claim 26 holds the public key 
certificate of a terminal authority authentication certificate issue terminal, A 
transmitting means to transmit a signal including the beacon information which shows 
the purport which has the 2nd terminal authority authentication certificate to other 
terminals which have the 1 st terminal authority authentication certificate. The 



terminal authority authentication certificate table holding the terminal authority 
authentication certificate of the above 2nd in which the access permission in the end 
of a local is shown, An authentication demand receiving means to receive the 1st 
authentication demand from other terminals to the above-mentioned signal, A 
verification means to verify the terminal authority authentication certificate of the 
above 1 st included in the authentication demand of the above 1 st which this 
authentication demand receiving means received with the public key contained in the 
public key certificate held at the above-mentioned terminal authority authentication 
certificate issue terminal list table, If authentication succeeds in this verification 
means, an authentication demand means to perform the 2nd authentication demand 
which presents the terminal authority authentication certificate of the above 2nd held 
to the terminal besides the above at the above-mentioned terminal authority 
authentication certificate table, and requires the authentication in the above- 
mentioned end of a local from a terminal besides the above is provided. Operation of 
developing the mutual recognition processing based on a terminal authority 
authentication certificate is brought about by making into a trigger a signal including 
the beacon information which shows by this the purport which has a terminal 
authority authentication certificate. 
[0033] 

Moreover, in a terminal according to claim 26, the terminal authority authentication 
certificate lapse list table holding a terminal authority authentication certificate lapse 
list is provided further, and the terminal of this invention according to claim 27 carries 
out decision with authentication failure, when invalidated in the terminal authority 

authentication certificate of the above 2nd in the above-mentioned terminal authority 
authentication certificate lapse list with which the above-mentioned verification 
means is held at the above-mentioned terminal authority authentication certificate 
lapse list table. Thereby, in case a terminal authority authentication certificate is 
verified in the terminal concerned, the operation of making the invalidated terminal 
authority authentication certificate eliminate is brought about. 
[0034] 

Moreover, the terminal authority authentication certificate issue proposal approach of 
this invention according to claim 28 possesses the procedure of receiving a signal 
including beacon information, and the procedure it is proposed to the above- 
mentioned transmitting agency terminal that carry out a terminal authority 
authentication certificate issue request if the above-mentioned signal does not show 
the purport in which the transmitting agency terminal of the above-mentioned signal 
has a terminal authority authentication certificate. When the transmit terminal of a 
signal including beacon information does not have the terminal authority 
authentication certificate by this, operation of developing issue processing of a 
terminal authority authentication certificate by making the signal concerned into a 
trigger is brought about. 



[0035] 

Moreover, in the terminal authority authentication certificate issue proposal approach 
according to claim 28, the terminal authority authentication certificate issue proposal 
approach of this invention according to claim 29 possesses further the procedure 
which acquires the terminal identification information on the terminal of these these 
others from the above-mentioned signal from a terminal besides the above, and 
performs the above-mentioned proposal based on the above-mentioned terminal 
identification information. The operation of making it propose, after this checks the 
terminal which should propose a terminal authority authentication certificate issue 
request is brought about. 
[0036] 

Moreover, the terminal authority authentication certificate issue proposal approach of 
this invention according to claim 30 possesses the procedure which publishes the 
terminal authority authentication certificate which makes the concerned transmitting 
former terminal an owner, and is proposed to the concerned transmitting former 
terminal, if the above-mentioned signal does not show the procedure of receiving a 
signal including beacon information, and the purport in which the transmitting agency 
terminal of the above-mentioned signal has a terminal authority authentication 
certificate. When the transmit terminal of a signal including beacon information does 
not have the terminal authority authentication certificate by this, the operation of 
making a terminal authority authentication certificate publish in advance of a terminal 
authority authentication certificate issue request is brought about by making the 
signal concerned into a trigger. 
[0037] 

Moreover, the terminal authority authentication certificate issue request approach of 
this invention according to claim 31 The procedure of transmitting a signal including 
the beacon information which shows the purport which does not have a terminal 
authority authentication certificate. The procedure of receiving the proposal of the 
terminal authority authentication certificate issue request to the above-mentioned 
signal, The procedure to which the information about the transmitting agency terminal 
of the above-mentioned proposal is displayed, and a check is urged, and when the 
above-mentioned check is made, issue of a terminal authority authentication 
certificate is requested to the above-mentioned transmitting agency terminal. When 
the above-mentioned check is refused, the procedure which notifies refusal of a 
terminal authority authentication certificate issue proposal to the above-mentioned 
transmitting agency terminal is provided. The operation of making issue of a terminal 
authority authentication certificate by this request, after checking a terminal authority 
authentication certificate issue terminal is brought about. 
[0038] 

Moreover, the terminal authority authentication certificate issue request approach of 
this invention according to claim 32 The procedure of transmitting a signal including 



the beacon information which shows the purport which does not have a terminal 
authority authentication certificate, The procedure of receiving the proposal of the 
terminal authority authentication certificate issue request to the above-mentioned 
signal, If the procedure to which the information about the transmitting agency 
terminal of the above-mentioned proposal Is displayed, and a check is urged, and the 
above-mentioned check are made When the above-mentioned proposal contains the 
terminal authority authentication certificate [ finishing / issue ], the terminal authority 
authentication certificate concerned is received, and when the above-mentioned 
proposal does not contain the terminal authority authentication certificate [ finishing 
/ issue ], the procedure of requesting issue of a terminal authority authentication 
certificate to the above-mentioned transmitting agency terminal is provided. Thereby, 
when the proposal of a terminal authority authentication certificate issue request is 
received, the proposal judges whether the terminal authority authentication certificate 
[ finishing / issue ] is included, and brings about operation of operating whether a 
terminal authority authentication certificate being received or issue of a terminal 
authority authentication certificate being requested. 
[0039] 

moreover, the terminal authority authentication certificate issue request approach of 
this invention according to claim 33 will carry out terminal authority authentication 
certificate issue to the procedure of receiving a signal including beacon information, if 
the above-mentioned signal is received from other terminals — as — being 
concerned — others — the procedure requested to a terminal is provided. The 
operation of this answering reception of a signal including beacon information, and 
making terminal authority authentication certificate issue request is brought about. 
[0040] 

Moreover, in the terminal authority authentication certificate issue request approach 
of this invention according to claim 33, the terminal authority authentication 
certificate issue request approach of this invention according to claim 34 possesses 
further the procedure which acquires the terminal identification information on the 
terminal of these these others from the above-mentioned signal from a terminal 
besides the above, and performs the above-mentioned request based on the above- 
mentioned terminal identification information. The operation of making it request, after 
this checks the terminal which should request issue of a terminal authority 
authentication certificate is brought about. 
[0041] 

Moreover, the program of this invention according to claim 35 makes a terminal 
perform the procedure of receiving a signal including beacon information, and the 
procedure it is proposed to the above-mentioned transmitting agency terminal that 
carry out a terminal authority authentication certificate issue request if the above- 
mentioned signal does not show the purport in which the transmitting agency terminal 
of the above-mentioned beacon has a terminal authority authentication certificate. 



When the transmit terminal of a signal including beacon information does not have the 
terminal authority authentication certificate by this, operation of developing issue 
processing of a terminal authority authentication certificate by making the signal 
concerned into a trigger is brought about. 
[0042] 

Moreover, the program of this invention according to claim 36 makes a terminal 
perform the procedure which publishes the terminal authority authentication 
certificate which makes the concerned transmitting former terminal an owner, and is 
proposed to the concerned transmitting former terminal, if the above-mentioned 
signal does not show the procedure of receiving a signal including beacon information, 
and the purport in which the transmitting agency terminal of the above-mentioned 
signal has a terminal authority authentication certificate. When the transmit terminal 
of a signal including beacon information does not have the terminal authority 
authentication certificate by this, the operation of making a terminal authority 
authentication certificate publish in advance of a terminal authority authentication 
certificate issue request is brought about by making the signal concerned into a 
trigger. 
[0043] 

Moreover, the program of this invention according to claim 37 The procedure of 
transmitting a signal including the beacon information which shows the purport which 
does not have a terminal authority authentication certificate, The procedure of 
receiving the proposal of the terminal authority authentication certificate issue 
request to the above-mentioned signal. The procedure to which the information about 
the transmitting agency terminal of the above-mentioned proposal is displayed, and a 
check is urged, and when the above-mentioned check is made, issue of a terminal 
authority authentication certificate is requested to the above-mentioned transmitting 
agency terminal. When the above-mentioned check is refused, a terminal is made to 
perform the procedure which notifies refusal of a terminal authority authentication 
certificate issue proposal to the above-mentioned transmitting agency terminal. The 
operation of making issue of a terminal authority authentication certificate by this 
request, after checking a terminal authority authentication certificate issue terminal is 
brought about. 
[0044] 

Moreover, the program of this invention according to claim 38 The procedure of 
transmitting a signal including the beacon information which shows the purport which 
does not have a terminal authority authentication certificate. The procedure of 
receiving the proposal of the terminal authority authentication certificate issue 
request to the above-mentioned signal. If the procedure to which the information 
about the transmitting agency terminal of the above-mentioned proposal is displayed, 
and a check is urged, and the above-mentioned check are made When the above- 
mentioned proposal contains the terminal authority authentication certificate 



[ finishing / issue ], the terminal authority authentication certificate concerned Is 
received. When the above-mentioned proposal does not contain the terminal authority 
authentication certificate [ finishing / issue ], a terminal is made to perform the 
procedure of requesting Issue of a terminal authority authentication certificate to the 
above-mentioned transmitting agency terminal. Thereby, when the proposal of a 
terminal authority authentication certificate issue request is received, the proposal 
judges whether the terminal authority authentication certificate [ finishing / issue ] is 
included, and brings about operation of operating whether a terminal authority 
authentication certificate being received or issue of a terminal authority 
authentication certificate being requested. 
[0045] 

moreover, the program of this Invention according to claim 39 will carry out terminal 
authority authentication certificate Issue to the procedure of receiving a signal 
Including beacon information, if the above-mentioned signal is received from other 
terminals — as — being concerned — others — a terminal is made to perform the 
procedure requested to a terminal The operation of this answering reception of a 
signal including beacon information, and making terminal authority authentication 
certificate issue request is brought about. 
[Effect of the Invention] 
[0046] 

According to this invention, in wireless ad hoc communication system, the outstanding 
effectiveness of if autonomous distribution can be carried out and issue of a terminal 
authority authentication certificate can be performed can be done so. 
[Best Mode of Carrying Out the Invention] 
[0047] 

Next, the gestalt of operation of this invention is explained to a detail with reference 

to a drawing. 

[0048] 

Drawing 1 is drawing showing the example of a configuration of the wireless terminal 
300 used in the wireless ad hoc communication system in the gestalt of operation of 
this invention. The wireless terminal 300 is equipped with the communications 
processing section 320, a control section 330, a display 340, a control unit 350, a 
loudspeaker 360, a microphone 370, and memory 600, and has the composition that a 
bus 380 connects between these. Moreover, the antenna 310 is connected to the 
communications processing section 320. The communications processing section 320 
constitutes the frame of a network interface layer (data link layer) from a signal 
received through the antenna 310. Moreover, the communications processing section 
320 transmits the frame of a network interface layer through an antenna 310. 
[0049] 

A control section 330 controls the wireless terminal 300 whole. For example, 
predetermined processing is performed with reference to the frame constituted by 



the communications processing section 320. A display 340 displays predetermined 
information and a liquid crystal display etc. may be used. A control unit 350 is for 
performing operator guidance from the exterior to the wireless terminal 300, for 
example, a keyboard, a button switch, etc. may be used. A loudspeaker 360 outputs 
voice, and it is used in order to call attention or to perform the exchange of other 
terminals and speech information to the user of the wireless terminal 300. A 
microphone 370 is used in order to perform voice input from the exterior to the 
wireless terminal 300, to perform the exchange of other terminals and speech 
information or to perform operator guidance. 
[0050] 

The attribute certificate issue terminal list table 610 holding the information 
concerning [ memory 600 ] the issue terminal of an attribute certificate, The attribute 
certificate table 620 holding the attribute certificate in which the access permission 
of wireless terminal 300 self is shown. The attribute certificate lapse list table 630 
holding the information about the invalidated attribute certificate and the generation 
key table 650 which holds a public key, a private key, and a public key certificate as 
information about the generation key of wireless terminal 300 self are stored. 
[0051] 

Drawing 2 is the example of a configuration of the attribute certificate issue terminal 
list table 610 in the gestalt of operation of this invention. This attribute certificate 
issue terminal list table 610 holds the information about a terminal with the track 
record of having published the attribute certificate in the past, and holds the public 
key certificate 612 corresponding to each of the terminal identification child 611 of an 
attribute certificate issue terminal. The terminal identification child 61 1 can use the 
MAC (Media Access Control) address in Ethernet (trademark) etc. that what is 
necessary is just what identifies a terminal in a network at a meaning. The public key 
certificate 612 is a public key certificate of the terminal identified by the 
corresponding terminal identification child 61 1. A public key certificate proves this 
human nature of a certificate owner (subject), and contains a certificate owner's 
public key. This public key certificate is signed by the certificate publisher slack 
certificate authority (CA:Certificate Authority). 
[0052] 

Drawing 3 is drawing showing the format 710 of the public key certificate 612 held at 
the attribute certificate issue terminal list table 610. The format 710 of this public key 
certificate is roughly divided, and consists of a certificate 71 1 before a signature, a 
signature algorithm 718, and signature 719. The certificate 711 before a signature 
contains a serial number 712, a publisher 714, an expiration date 715, an owner 716, 
an owner 716, and the owner public key 717. 
[0053] 

A serial number 712 is a serial number of a public key certificate, and is ****(ed) by 
the certificate authority. A publisher 714 is the identifier of the publisher slack 



certificate autinority of a public key certificate. A public key certificate is identified by 
the meaning by this publisher 714 and serial number 712. An expiration date 715 is an 
expiration date of a public key certificate. An owner 716 is the identifier of the owner 
of a public key certificate. The owner public key 717 is an owner's 716 public key. 

[0054] 

Signature 719 is a signature by the certificate authority to a public key certificate, 
and the signature algorithm 718 is a signature algorithm used for this signature 719. A 
signature algorithm is constituted by two, a message digest algorithm and a public- 
key-encryption algorithm. A message digest algorithm is one of the Hash Functions 
(epitome function), and is an algorithm for creating the message digest of the 
certificate 711 before a signature. Here, with a message digest, input data (front 
[ signature ] certificate 71 1) is compressed into a fixed-length bit string, and it is 
called a thumbmark, a fingerprint (fingerprints), etc. As a message digest algorithm, 
SHA-1 (Secure Hash Algorithm 1), MD2 (Message Digest #2), MD5 (Message Digest 
#5), etc. are known. A public-key-encryption algorithm is an algorithm for enciphering 
the message digest obtained by the message digest algorithm with the private key of 
a certificate authority. RSA based on a factorization-in-prime-numbers problem as 
this public-key-encryption algorithm, and dispersion — a logarithm — DSA based on 
a problem etc. is known. Thus, what enciphered the message digest of the certificate 
71 1 before a signature with the private key of a certificate authority serves as 
signature 719. 
[0055] 

Therefore, a message digest is obtained by decoding the signature 719 of this public 
key certificate with the public key of a certificate authority. The user of a public key 
certificate can verify that the contents of the certificate 71 1 before a signature are 
not altered by creating the message digest of the certificate 71 1 before a signature in 
person, and comparing it with the message digest decoded with the public key of a 
certificate authority. 
[0056] 

Drawing 4 is drawing showing the format 720 of the attribute certificate held at the 
attribute certificate table 620. This attribute certificate is roughly divided and 
consists of attribute certification information 721, a signature algorithm 728, and 
signature 729. The attribute certification information 721 contains the owner public 
key certificate identifier 723, a publisher 724, a serial number 722, and an expiration 
date 725. 
[0057] 

The owner public key certificate identifier 723 is for identifying the public key 
certificate of the owner of an attribute certificate. Specifically, it identifies by the 
publisher 714 and serial number 712 of the public key certificate 710 ( drawing 3 ). In 
addition, you may make it this public key certificate identifier 723 use an owner's 
MAC Address etc. that what is necessary is just what has the function to identify an 



owner. A publisher 724 is the name of the publisher slack attribute certificate 
authority (AA:Attribute certificate Authority) of an attribute certificate, for example, 
can use a publisher's MAC Address etc. A serial number 722 is a serial number of an 
attribute certificate, and is ****(ed) by the publisher slack attribute certificate 
authority of an attribute certificate. An attribute certificate is identified by this serial 
number 722 and publisher 724 at a meaning. An expiration date 725 is an expiration 
date of an attribute certificate. 
[0058] 

Signature 729 is a signature by the attribute certificate authority to an attribute 
certificate, and the signature algorithm 728 is a signature algorithm used for this 
signature 729. About the contents of the signature algorithm, it is the same as that of 
the signature algorithm 718 of the above-mentioned public key certificate, and what 
enciphered the message digest of the attribute certification information 721 with the 
private key of an attribute certificate authority serves as signature 729. 
[0059] 

Therefore, a message digest is obtained by decoding the signature 729 of this 
attribute certificate with the public key of an attribute certificate authority. The user 
of an attribute certificate can verify that the contents of the attribute certification 
information 721 are not altered by creating the message digest of the attribute 
certification information 721 in person, and comparing it with the message digest 
decoded with the public key of an attribute certificate authority. 
[0060] 

Drawing 5 is the example of a configuration of the attribute certificate lapse list table 
630 in the gestalt of operation of this invention. This attribute certificate lapse list 
table 630 holds the information about the invalidated attribute certificate, and holds 
the pair of the attribute certificate identifier 631 and the invalidated lapse time of day 
632 of the invalidated attribute certificate. When the case where a terminal is lost, 
and a theft are encountered, in order to invalidate an attribute certificate 
compulsorily. an attribute certificate lapse list (ARLAttribute certificate Revocation 
List) is published. The pair of the attribute certificate identifier 631 and the lapse time 
of day 632 is extracted from each lapse list entry of an attribute certificate lapse list, 
and is held. The attribute certificate identifier 631 is for identifying the invalidated 
attribute certificate, and, specifically, is identified by the publisher 724 and serial 
number 722 of the attribute certificate 720 ( drawing 4 ). 
[0061] 

Drawing 6 is drawing showing a format of the attribute certificate lapse list 730. This 
attribute certificate lapse list is roughly divided, and consists of a lapse list 731 before 
a signature, a signature algorithm 738, and signature 739. The lapse list 731 before a 
signature contains the publisher 734 of the lapse list before a signature, and zero or 
more lapse list entries 735. The lapse list entry 735 is the pair of the attribute 
certificate identifier 736 and the invalidated lapse time of day 737 of the invalidated 



attribute certificate. The pair of the attribute certificate identifier 736 and the lapse 
time of day 737 in this lapse list entry 735 corresponds to the pair of the attribute 
certificate identifier 631 and the lapse time of day 632 in the attribute certificate 
lapse list table 630 ( drawing 5 ). 

[0062] 

Signature 739 is a signature by the publisher to an attribute certificate lapse list, and 
the signature algorithm 738 is a signature algorithm used for this signature 739. About 
the contents of the signature algorithm, it is the same as that of the signature 
algorithm 718 of the above-mentioned public key certificate, and what enciphered the 
message digest of the lapse list 731 before a signature with a publisher's private key 
serves as signature 739. 
[0063] 

Therefore, a message digest is obtained by decoding the signature 739 of this 
attribute certificate lapse list with a publisher's public key. The user of an attribute 
certificate lapse list can verify that the contents of the lapse list 731 before a 
signature are not altered by creating the message digest of the lapse list 731 before a 
signature in person, and comparing it with the message digest decoded with a 
publisher's public key. 
[0064] 

In addition, in wireless ad hoc communication system, since it is difficult to assume 
existence of the fixed server which carries out the centralized control of the attribute 
certificate lapse list, all the terminals that constitute a network shall publish an 
attribute certificate lapse list. The terminal which published the attribute certificate 

lapse list can verify the effectiveness of an attribute certificate also in other 
terminals by carrying out broadcasting distribution of the attribute certificate lapse 
list to other terminals. Moreover, when it re-connects with a network, each terminal 
exchanges an attribute certificate lapse list mutually, and the newest condition is 
maintained by merging the attribute certificate lapse list table 630. In addition, it is 
desirable to attach a public key certificate and an attribute certificate so that a 
publisher can be easily attested in the case of attribute certificate lapse list issue. 
[0065] 

Next, actuation of the wireless ad hoc communication system in the gestalt of 
operation of this invention is explained with reference to a drawing. With the gestalt of 
operation of this invention, in order for a terminal to connect with a network resource, 
it is supposed that the procedure ( drawing 7 or drawing 1 5 ) of "initial registration" in 
which a terminal receives issue of an attribute certificate, and the procedure 
( drawing 1 8 ) of "mutual recognition" in which a terminal attests using an attribute 
certificate will be completed. Each processing in these drawing 7 , drawing 1 5 , and 
drawing 18 is realized by the control section 330 in the wireless terminal 300. 
[0066] 

Drawing 7 is drawing showing the 1 st example of the procedure of the initial 



registration in the gestalt of operation of this invention. Here, Terminal A (100) is an 
attribute certificate issue terminal which has already entered into the network, and 
Terminal B (200) is a terminal which is going to enter into the network newly. 
[0067] 

Each terminal in wireless ad hoc communication system transmits a beacon 
periodically, in order to tell other terminals about existence of self. In the gestalt of 
operation of this invention, a beacon includes not only a signal only including the 
beacon information as an identification signal but the signal with which a certain data 
information was added to beacon information. In the example of this drawing 7 , 
Terminal A received the beacon 2011 which Terminal B transmitted (201) (101), and 
Terminal B has received the beacon 1022 which Terminal A transmitted (102) (202). 
Thereby, Terminal A and Terminal B grasp a mutual terminal identification child with 
the frame structure of the following beacons. 
[0068] 

The frame structure of these beacons 201 1 and 1022 is as drawing 8 . The beacon 
frame 810 consists of a header unit 81 1 and the payload section 812. Moreover, a 
header unit 81 1 contains the starting point terminal identification child 813, the 
terminal point terminal identification child 814, the transmit-terminal identifier 815, 
received terminal identification 816, the frame classification 817, and the existence 
818 of an attribute certificate. The starting point terminal identification child 813 is a 
terminal identification child of the terminal which sent this frame first. In addition, a 
terminal identification child can use the MAC Address in Ethernet (trademark) etc. 
that what is necessary is just what identifies a terminal in a network as mentioned 
above at a meaning. The terminal point terminal identification child 814 is a terminal 
identification child of the terminal of the final destination of this frame. With the 
beacon frame 810, a broadcast address (for example, all bits 1) is assigned to this 
terminal point terminal identification child 814. 
[0069] 

The transmit-terminal identifier 815 and received terminal identification 816 are used 
in case a frame is relayed. In wireless ad hoc communication system, it restricts that 
no the direct communication of the terminals in a network can be carried out, but a 
communication path must be established by multi-hop through other terminals to 
transmit a frame to the terminal which an electric wave does not reach. In this case, 
the transmit-terminal identifier 815 and received terminal identification 816 are used 
between the terminals which transmit and receive a frame. 
[0070] 

The frame classification 817 shows the classification of a frame and shows that it is a 
beacon frame here. The existence 818 of an attribute certificate shows whether the 
transmitting agency terminal of a beacon frame has the attribute certificate in which 
the authority to access a network resource is shown. By the initial registration 
sequence of drawing 7 , since Terminal B does not have the attribute certificate, the 



purport "which it does not have" is shown in the existence 818 of this attribute 
certificate. In addition, with an example of this beacon frame, other information is not 

included In the data 819 of the payioad section 812. 
[0071] 

Terminal A will check the existence 818 of the starting point terminal identification 
child 814 of the beacon frame 810, and an attribute certificate, if the beacon 201 1 
transmitted from Terminal B is received (101). If it judges that the terminal B which is 
a starting point terminal does not have the attribute certificate, the attribute 
certificate issue proposal message 1032 proposed that Terminal A carries out an 
attribute certificate issue request to Terminal B will be transmitted (103). In addition, 
although the existence of the attribute certificate shown in a beacon supposing 
transmitting an attribute certificate issue proposal message automatically here is 
verified, Terminal A creates an attribute certificate issue proposal message to 
Terminal B, and you may make it transmit it to the timing of arbitration, without 
checking the existence of this attribute certificate. 
[0072] 

The frame structure of this attribute certificate issue proposal message 1032 is as 
drawing 9 . The attribute certificate issue proposal frame 820 consists of a header 
unit 821 and the payioad section 822. A header unit 821 includes the starting point 
terminal identification child 823, the terminal point terminal identification child 824, 
the transmit-terminal identifier 825, received terminal identification 826, and the 
frame classification 827. About the contents in these header units 821, it is the same 
as that of the beacon frame 810 explained by drawing 8 . Moreover, with this attribute 
certificate issue proposal frame 820, the public key certificate 8291 of the terminal A 
which is a transmitting agency is contained as data 829 of the payioad section 822. 
The public key certificate 8291 of this terminal A is beforehand stored in the 
generation key table 650 of Terminal A. In addition, as data 829, a terminal 
identification child etc. may also be included besides the public key certificate 8291. 
[0073] 

Terminal B will check Terminal A from the contents, if the attribute certificate issue 
proposal message 1032 transmitted from Terminal A is received (203). For example, 
decision whether it is a right attribute certificate issue terminal is demanded from a 
user by displaying the owner 716 ( drawing 3 ) of the public key in the starting point 
terminal identification child 823 ( drawing 9 ) and the public key certificate 8291 of the 
attribute certificate issue proposal frame 820 on a display 340 ( drawing 1 ). Thereby, 
the break in of a terminal with the malice by address forgery etc. or the terminal 
which is not meant can be prevented. It is the terminal which the terminal A of a 
transmitting agency trusts, and in meaning that I have Terminal A publish an attribute 
certificate, a user performs confirmation operation by the control unit 350 ( drawing 

D- 
[0074] 



If a proposal is accepted by the user validation (203), Terminal B will transmit the 
attribute certificate issue request message 2041 which requests attribute certificate 
issue to Terminal A (204). The frame structure of this attribute certificate issue 
request message 2041 is as drawing 9 , and is the same as that of the frame 820 of 
the attribute certificate issue proposal message 1032. The same is said of the point 
that the public key certificate 8391 of the terminal B which is a transmitting agency 
as data 839 of the payload section 832 is contained. 
[0075] 

In addition, when a proposal is refused by the user validation (203), you may make it 
Terminal B transmit the attribute certificate issue proposal refusal message which 
notifies refusal of an attribute certificate issue proposal to Terminal A. The frame 
structure of this attribute certificate issue proposal refusal message is as drawing 10 . 
The attribute certificate issue proposal refusal frame 840 consists of a header unit 
841 and the payload section 842. A header unit 841 includes the starting point 
terminal identification child 843, the terminal point terminal identification child 844, 
the transmit-terminal identifier 845, received terminal identification 846, the frame 
classification 847, and the refusal reason classification 848. Although it is the same as 
that of the beacon frame 810 explained by drawing 8 about the contents in these 
header units 841, about the refusal reason classification 848, it is peculiar to this 
attribute certificate issue proposal refusal frame 840. It cancels in this refusal reason 
classification 848 according to a user, and the reason of not trusting it as an attribute 
certificate authority is coded and shown in it. 
[0076] 

Terminal A will check Terminal B from the contents, if the attribute certificate issue 
request message 2041 transmitted from Terminal B is received (104). For example, 
decision whether it is the terminal which he can trust is demanded from a user by 
displaying the owner 71 6 ( drawing 3 ) of the public key in the starting point terminal 
identification child 833 ( drawing 9 ) and the public key certificate 8391 of the 
attribute certificate issue request frame 830 on a display 340 ( drawing 1 ). If it is the 
terminal which the terminal B of a transmitting agency trusts, a user will perform 
confirmation operation by the control unit 350 ( drawing 1 ). 
[0077] 

If a check is made by the user, Terminal A will transmit the attribute certificate issue 
message 1052 to Terminal B, in order to publish an attribute certificate (105). The 
frame structure of this attribute certificate issue message 1 052 is as drawing 1 1 . The 
attribute certificate issue frame 860 consists of a header unit 861 and the payload 
section 862. A header unit 861 includes the starting point terminal identification child 
863, the terminal point terminal identification child 864, the transmit-terminal 
identifier 865, received terminal identification 866, and the frame classification 867. 
About the contents in these header units 861, it is the same as that of the attribute 
certificate issue proposal frame 820 explained by drawing 9 . Moreover, with this 



attribute certificate issue frame 860, the attribute certificate 8691 signed witli 
Terminal A as data 869 of the payload section 862 by making into an owner the 
terminal B which is a requesting agency is contained. The terminal B which received 
the attribute certificate issue message 1052 from Terminal A (205) extracts the 
attribute certificate 8691 from the attribute certificate issue frame 860, and stores it 
in the attribute certificate table 620. 
[0078] 

In addition, when a check (104) is refused by the user, you may make it Terminal A 
transmit the attribute certificate issue request refusal message which notifies refusal 
of an attribute certificate issue request to Terminal B. The frame structure of this 
attribute certificate issue request refusal message is as drawing 10 , and is the same 
as that of the attribute certificate issue proposal refusal frame 840. 
[0079] 

Drawing 12 is drawing showing the modification of the 1 st example of the initial 
registration procedure in the gestalt of operation of this invention. In this modification, 
in case an attribute certificate issue proposal message is transmitted from an 
attribute certificate issue terminal, the number of messages exchanged between 
terminals is reduced by publishing an attribute certificate and attaching to that 
message. The point that Terminal A (100) is an attribute certificate issue terminal, 
and Terminal B (200) is a new-comer terminal here is the same as the 1st example of 
drawing 7 . When the point of transmitting each other's beacon also has the same end 
of both ends. Terminal A receives the beacon 231 1 which Terminal B transmitted 
(231) (131) and Terminal B receives the beacon 1322 which Terminal A transmitted 
(132) (232), Terminal A and Terminal B grasp a mutual terminal identification child. It 
is as drawing 8 having explained the frame structure of these beacons as well as the 
1st example. 
[0080] 

In the example of this drawing 1 2 , an attribute certificate is published to the terminal 
B (200) which is a new-comer terminal, without the terminal A (100) which is an 
attribute certificate issue terminal which received the beacon receiving an attribute 
certificate issue request message (2041 of drawing 7 ) unlike the 1st example of 
drawing 7 , and it includes and transmits to the data of the payload section of the 
attribute certificate issue proposal message 1332. The signature by Terminal A is 
made by this attribute certificate by making into an owner the terminal B which is an 
issue place. The frame structure 1 820 of the attribute certificate issue proposal 
message 1 332 in this case is as drawing 13 , and has the frame structure 820 of the 
attribute certificate issue proposal message of drawing 9 , and same composition 
except for the point which contains the attribute certificate 18292 to the end of an 
issue tip as data 1829 of the payload section 1822. This becomes possible to reduce 
the number of messages compared with the 1 st example of drawing 7 . In addition, it 
may be made to judge whether an attribute certificate issue proposal message 



contains the attribute certificate 1 8292 by the frame classification 827 or 1 827 in 
Terminal B (200), and it prepares the field separately and you may make it judge it 

according to the contents of the field. 
[0081] 

In the example of drawing 1 2 . Terminal B (200) will check Terminal A (100) from the 
contents, if the attribute certificate issue proposal message 1 332 transmitted from 
Terminal A (100) (133) is received (233). For example, decision whether it is a right 
attribute certificate issue terminal is demanded from a user by displaying the starting 
point terminal identification child 1823 of the attribute certificate issue proposal 
frame 1 820. Thereby, the break in of a terminal with the malice by address forgery etc. 
or the terminal which is not meant can be prevented. In receiving the attribute 
certificate which is the terminal which the terminal A of a transmitting agency (100) 
trusts, and Terminal A (100) published, a user performs confirmation operation by the 
control unit 350 ( drawing 1 ). The terminal B (200) which accepted the attribute 
certificate issue proposal message 1332 from Terminal A (100) extracts the attribute 
certificate 1 8292 from the payload section 1 822 of the attribute certificate issue 
proposal frame 1 820, and stores it in the attribute certificate table 620 ( drawing 1 ). 
[0082] 

If a check (233) is made by the user. Terminal B (200) will transmit the attribute 
certificate issue proposal receipt message 2341 which receives the attribute 
certificate issue proposal message 1332 to Terminal A (100) (234). The frame 
structure 1830 of this attribute certificate issue proposal receipt message 2341 is as 
drawing 1 4 , and has a frame structure of the attribute certificate issue request 
message of drawing 9 , and same composition fundamentally. 
[0083] 

In addition, when a proposal is refused by the user validation (233), you may make it 
Terminal B (200) transmit the attribute certificate issue proposal refusal message 
which notifies refusal of an attribute certificate issue proposal to Terminal A. The 
frame structure 840 of this attribute certificate issue proposal refusal message is the 
same configuration as what was explained by drawing 1 0 . 
[0084] 

Drawing 15 is drawing showing the 2nd example of the procedure of the initial 
registration in the gestalt of operation of this invention. The point that Terminal A 
(100) is an attribute certificate issue terminal, and Terminal B (200) is a new-comer 
terminal is the same as the 1st example of drawing 7 . When the point of transmitting 
each other's beacon also has the same end of both ends. Terminal A receives the 
beacon 221 1 which Terminal B transmitted (221) (121) and Terminal B receives the 
beacon 1222 which Terminal A transmitted (122) (222), Terminal A and Terminal B 
grasp a mutual terminal identification child. The frame structure of these beacons 
2211 and 1222 is as drawing 8 similarly. 
[0085] 



In the 2nd example of this drawing 1 5 , the attribute certificate issue request message 
2251 is transmitted to the terminal A which is an attribute certificate issue terminal, 
without the terminal B which is a new-comer terminal which received the beacon 
receiving an attribute certificate issue proposal message unlike the 1st example of 
drawing 7 (225). The frame structure 830 of this attribute certificate issue request 
message 2041 is as drawing 9 having explained. Under the present circumstances, 
when Terminal B does not have the public key certificate of the terminal A which is 
the transmission place of the attribute certificate issue request message 2251, 
Terminal B requires a public key certificate of Terminal A by transmitting the public 
key certificate demand message 2231 (223). The frame structure 1870 of this public 
key certificate demand message 2231 is as drawing 16 , and is the same as that of 
the frame 820 ( drawing 9 ) of the attribute certificate issue proposal message 1 032 
explained in the 1 st example of drawing 7 . However, a public key certificate is not 
contained in the payload section 1872. 
[0086] 

The terminal A which received the public key certificate demand message 2231 (123) 
transmits the public key certificate in the end of a local currently held on the 
generation key table 650 ( drawing 1 ) by the public key certificate demand response 
message 1242 (124). Thereby, Terminal B receives the public key certificate of the 
terminal A which is an attribute certificate issue terminal (224). In addition, the frame 
structure 1880 of this public key certificate demand response message 1242 is as 
drawing 1 7 . and is the same as that of the frame 820 ( drawing 9 ) of the attribute 
certificate issue proposal message 1032 explained in the 1st example of drawing 7 . 
The same is said of the point that the public key certificate 1 889 of the terminal A 
which is a transmitting agency terminal as data of the payload section 1 882 is 
contained. 
[0087] 

Terminal A will check Terminal B from the contents, if the attribute certificate issue 
request message 2251 transmitted from Terminal B is received (125). For example, 
decision whether it is the terminal which he can trust is demanded from a user by 
displaying the owner 716 ( drawing 3 ) of the public key in the starting point terminal 
identification child 833 ( drawing 9 ) and the public key certificate 8391 of the 
attribute certificate issue request frame 830 on a display 340 ( drawing 1 ). If it is the 
terminal which the terminal B of a transmitting agency trusts, a user will perform 
confirmation operation by the control unit 350 ( drawing 1 ). 
[0088] 

If a check is made by the user, Terminal A will transmit the attribute certificate issue 
message 1262 to Terminal B, in order to publish an attribute certificate (126). 
Thereby, Terminal B receives an attribute certificate (226). In addition, the frame 
structure 860 of this attribute certificate issue message 1 262 is as drawing 1 1 having 
explained. 



[0089] 

Drawing 18 is drawing showing the procedure of the mutual recognition in the gestalt 
of operation of this invention. Mutual recognition is performed when the terminals 
which finished initial registration verify a mutual attribute certificate. In the wireless 
ad hoc communication system in the gestalt of operation of this invention, each 
terminal transmits a beacon periodically and tells existence of self to other terminals. 
Although it assumes below that it is that to which Terminal A gives an authentication 
demand by making the beacon of Terminal B into a trigger, it is [ that authentication 
should finally just be performed mutually ] good also considering the beacon of which 
terminal as a trigger. 
[0090] 

First, a beacon 2111 is transmitted in order that Terminal B may enter into a networl< 
(21 1). The frame structure of this beacon 211 1 is as above-mentioned drawing 8 . 
Since Terminal B has the attribute certificate in the mutual recognition of this 
drawing 1 8 unlil^e the initial registration sequence of drawing 7 , the purport "which it 
has" is shown in the existence 818 of this attribute certificate. 
[0091] 

Terminal A will checl< the existence 818 of the attribute certificate of the beacon 
frame 810, if the beacon 21 1 1 transmitted from Terminal B is received (111). If it 
judges that Terminal B has the attribute certificate. Terminal A will transmit the 
authentication demand message 1 122 so that Terminal A may be attested to Terminal 
B (112). The frame structure of this authentication demand message 1122 is as 
drawing 1 9 . The authentication demand frame 870 consists of a header unit 871 and 
the payload section 872. A header unit 871 includes the starting point terminal 
identification child 873, the terminal point terminal identification child 874, the 
transmit-terminal identifier 875, received terminal identification 876, and the frame 
classification 877. About the contents in these header units 871, it is the same as 
that of the attribute certificate issue proposal frame 820 explained by drawing 9 . 
Moreover, with this authentication demand frame 870, the public key certificate 8791 
and the attribute certificate 8792 of Terminal A which are a transmitting agency are 
contained as data 879 of the payload section 872. The public key certificate 8791 of 
Terminal A is beforehand stored in the generation key table 650 of Terminal A, and 
the attribute certificate 8792 of Terminal A is beforehand stored in the attribute 
certificate table 620 of Terminal A. 
[0092] 

Terminal B will attest Terminal A from the contents, if the authentication demand 
message 1 122 transmitted from Terminal A is received (212). The public key of an 
attribute certificate authority is extracted from the public key certificate 612 
( drawing 2 ) of the attribute certificate issue terminal list table 610, and, specifically, 
the message digest at the time of a signature is obtained by decoding the signature 
729 ( drawing 4 ) of the attribute certificate 8792 contained in the authentication 



demand message 1 122 with this public key. And the message digest of the attribute 
certification information 721 ( drawing 4 ) on the attribute certificate 8792 is newly 
generated. It checks that this newly generated message digest is in agreement with 
the message digest at the time of a signature. Supposing these are not in agreement, 
the attribute certificate may have been altered after the signature and verification of 
an attribute certificate will be failing. When both are in agreement, the owner public 
key certificate identifier 723 ( drawing 4 ) of the attribute certificate 8792 further 
contained in the authentication demand message 1 1 22 checks that it is in agreement 
with the publisher 714 and serial number 712 ( drawing 3 ) of the public key certificate 

8791 which are contained in the authentication demand message 1 122. If this is in 
agreement, it can check that the terminal A which is the owner of a public key 
certificate is the owner of an attribute certificate. Supposing these are not in 
agreement, in the owner of an attribute certificate, verification of the attribute 
certificate instead of Terminal A will be failing. 

[0093] 

In addition, it is necessary to check that that attribute certificate is not contained in 
the attribute certificate lapse list table 630 in the case of verification of this attribute 
certificate. When the publisher 724 and serial number 722 ( drawing 4 ) of the 
attribute certificate 8792 are contained in the attribute certificate identifier 631 
( drawing 5 ) of the attribute certificate lapse list table 630, the attribute certificate 

8792 will be invalidated bordering on the lapse time of day 632. Therefore, verification 
of an attribute certificate is failing in that case. 

[0094] 

If it succeeds in authentication (212) of Terminal A, the authentication success 
message 2131 which notifies that Terminal B succeeded in authentication of Terminal 
A will be transmitted to Terminal A (213). The authentication response frame 
structure of this authentication success message 2131 is as drawing 20 . The 
authentication response frame 880 consists of a header unit 881 and the payload 
section 882. A header unit 881 includes the starting point terminal identification child 
883, the terminal point terminal identification child 884. the transmit-terminal 
identifier 885, received terminal identification 886, and the frame classification 887. 
About the contents in these header units 881, it is the same as that of the attribute 
certificate issue proposal frame 820 explained by drawing 9 . In the case of the 
authentication success message 2131, the frame classification 887 serves as an 
authentication success frame. At this authentication response frame 880, although 
the reason classification 888 for a response is included further, in an authentication 
success, there is especially no need. 
[0095] 

In addition, when verification (212) of the attribute certificate of Terminal A goes 
wrong, the authentication failure message which notifies that Terminal B succeeded in 
authentication of Terminal A will be transmitted to Terminal A. The authentication 



response frame structure of this authentication failure message is as drawing 20 
having explained. However, in the case of an authentication failure message, the frame 
classification 887 serves as an authentication failure frame, and as a reason which 
failed in authentication, the reasons of the message digest inequality of an attribute 
certificate, an attribute certificate lapse, etc. are coded by the reason classification 
888 for a response, and it is shown in it. These. The authentication success message 
2131 or an authentication failure message is received and checked in Terminal A 
(113). 
[0096] 

If it succeeds in verification (212) of the attribute certificate of Terminal A, Terminal 
B will transmit the authentication demand message 2141 further so that Terminal B 
may be attested to Terminal A (214). The frame structure of this authentication 
demand message 2141 is the same as that of above-mentioned drawing 1 9 , and the 
public key certificate 8791 and the attribute certificate 8792 of Terminal B which are 
a transmitting agency are contained. 
[0097] 

Terminal A will attest Terminal B from the contents, if the authentication demand 
message 2141 transmitted from Terminal B is received (114). The contents of this 
authentication are as having already explained, and perform verification of an attribute 
certificate, a check of the owner of an attribute certificate, the check of the attribute 
certificate lapse list table 630, etc. 
[0098] 

If it succeeds in authentication (212) of Terminal B, the authentication success 
message 1152 which notifies that Terminal A succeeded in authentication of Terminal 
B will be transmitted to Terminal B (1 1 5). The authentication response frame 
structure of this authentication success message 1152 is the same as that of above- 
mentioned drawing 20 . Moreover, when verification (212) of the attribute certificate 
of Terminal B goes wrong, the authentication failure message which notifies that 
Terminal A succeeded in authentication of Terminal B will be transmitted to Terminal 
B. It is as drawing 20 having also explained the authentication response frame 
structure of this authentication failure message. These authentication success 
message 1 1 52 or an authentication failure message is received and checked in 
Terminal B (215). 
[0099] 

Thus, mutual recognition will be completed if it succeeds in authentication of a mutual 
terminal in Terminal A and Terminal B. After this mutual recognition is completed, the 
contents of the attribute certificate issue terminal list table 610 and the attribute 
certificate lapse list table 630 are exchanged and merged mutually. Moreover, the 
terminal which newly turned into an attribute certificate issue terminal carries out 
broadcasting distribution of the public key certificate of self at ail terminals. 
Furthermore, the terminal which published the attribute certificate lapse list carries 



out broadcasting distribution of the attribute certificate lapse list as mentioned above 
at other terminals. The identity of the contents of the attribute certificate issue 
terminal list table 610 of each terminal under connection with a network and the 
attribute certificate lapse list table 630 is maintained by these. 

[0100] 

Next, with reference to a drawing, it explains that processing of each terminal of the 
wireless ad hoc communication system in the gestalt of operation of this invention 
flows. 
[0101] 

Drawing 21 is drawing showing the flow of processing of the attribute certificate issue 
terminal in the 1 st example of initial registration of drawing 7 . First, if a beacon is 
received from other terminals, it will judge whether the beacon shows the purport in 
which the transmitting agency terminal of the beacon has the attribute certificate 
(step S91 1). If that beacon shows the purport which has the attribute certificate, 
since it is not necessary to publish an attribute certificate, it ends without performing 
processing of this initial registration. If the beacon does not show the purport which 
has the attribute certificate, it proposes checking the starting point terminal 
identification child of a beacon, and requesting issue of an attribute certificate to a 
transmitting agency terminal (step S912). 
[0102] 

Then, if there is an issue request of an attribute certificate (step S913), the 
information about a request former terminal will be displayed, and a check will be 
urged (step S914). Consequently, when checked as a terminal which can trust a 

requesting agency terminal, an attribute certificate is published to (step S915) and a 
requesting agency terminal (step S916). On the contrary, when a check is refused, 
refusal of an attribute certificate issue request is notified to a requesting agency 
terminal (step S917). 
[0103] 

Drawing 22 is drawing showing the flow of processing of the new-comer terminal in 
the 1 st example of initial registration of drawing 7 . First, the beacon in which the 
purport which does not have the attribute certificate is shown is transmitted (step 
S921). Then, if there is an attribute certificate issue proposal from other terminals 
which answered the beacon (step S922), the check of the terminal which made the 
proposal will be demanded from a user (step S923). If it is the terminal which the 
terminal of a transmitting agency trusts, the check which means that I have the 
terminal publish an attribute certificate will be made (step S924). If this check is made, 
an issue request of an attribute certificate will be performed to a that transmitting 
former terminal (step S925). Thereby, issue of an attribute certificate can be received 
(step S926). On the other hand, if this check is not carried out, processing of initial 
registration is not completed, and an attribute certificate is not published. 
[0104] 



Drawing 23 is drawing showing the flow of processing of the attribute certificate issue 
terminal in the modification of the 1st example of initial registration of drawing 12 . 
First, if a beacon is received from other terminals, it will judge whether the beacon 
shows the purport in which the transmitting agency terminal of the beacon has the 
attribute certificate (step S971). If that beacon shows the purport which has the 
attribute certificate, since it is not necessary to publish an attribute certificate, it 
ends without performing processing of this initial registration. If the beacon does not 
show the purport which has the attribute certificate, the starting point terminal 
identification child of a beacon is checked, and an attribute certificate is published to 
a transmitting agency terminal (step S972), and the attribute certificate is included in 
a proposal message, and it transmits (step S973). 
[0105] 

Drawing 24 is drawing showing the flow of processing of the new-comer terminal in 
the modification of the 1st example of initial registration of drawing 1 2 . First, the 
beacon in which the purport which does not have the attribute certificate is shown is 
transmitted (step S981). Then, if there is an attribute certificate issue proposal from 
other terminals which answered the beacon (step S982), the check (step S983) of the 
terminal which made the proposal will be demanded from a user. If it is the terminal 
which the terminal of a transmitting agency trusts (step S984), the message which 
shows the purport which received the attribute certificate which the terminal 
published (step S985), and received the attribute certificate will be transmitted to the 
terminal of a transmitting agency (step S986). 
[0106] 

Drawing 25 is drawing showing the flow of processing of the new-comer terminal in 
the 2nd example of initial registration of drawing 1 5 . First, the starting point terminal 
identification child 813 ( drawing 8 ) of a beacon who received is grasped, and it 
judges whether issue of an attribute certificate is requested from the transmitting 
agency terminal of the beacon (step S951). It ends the processing concerned, in not 
wishing to publish. When the new-comer terminal does not possess the public key 
certificate of a beacon transmitting former terminal, a public key certificate is 
required and (step S953) received to (step S952) beacon transmitting former terminal 
(step S954). 
[0107] 

And the public key contained in a public key certificate is the thing of a beacon 
transmitting former terminal, and when it judges that I have the terminal concerned 
publish an attribute certificate, an issue request of an attribute certificate is 
performed to (step S955) and a transmitting former terminal (step S956). Thereby, 
issue of an attribute certificate can be received. On the other hand, when it cannot 
be checked that a public key is the thing of a beacon transmitting former terminal, an 
issue request of an attribute certificate is not performed. 
[0108] 



Drawing 26 is drawing sFiowing the flow of processing of the attribute certificate issue 
terminal in the 2nd example of initial registration of drawing 15 . First, if there is a 
demand of a public key certificate from other terminals (step S961), a demand will be 
answered and a public key certificate will be transmitted (step S962). Then, if there is 
an issue request of an attribute certificate (step S963), the information about a 
request former terminal will be displayed, and a check will be urged (step S964). 
Consequently, when checked as a terminal which can trust a requesting agency 
terminal, an attribute certificate is published to (step S965) and a requesting agency 
terminal (step S966). On the contrary, when a check is refused, refusal of an attribute 
certificate issue request is notified to a requesting agency terminal (step S967). 
[0109] 

Drawing 27 is drawing showing the flow of processing of the beacon accepting station 
in the mutual recognition of drawing 1 8 . First, if a beacon is received from other 
terminals, it will judge whether the beacon shows the purport in which the transmit 
terminal of the beacon has the attribute certificate (step S931). If that beacon does 
not show the purport which has the attribute certificate, since mutual recognition 
cannot be performed, it ends without performing processing of this mutual recognition. 
In addition, the proposal of attribute certificate issue is made from an attribute 
certificate issue terminal in this case. On the other hand, if the beacon shows the 
purport which has the attribute certificate, an authentication demand will be 
transmitted to the transmit terminal of a beacon (step S932). Consequently, if 
authentication goes wrong in the transmit terminal of a beacon, it cannot complete 
(step S933) and this mutual recognition cannot constitute a network mutually the end 
of both ends. On the other hand, if authentication succeeds in the transmit terminal 
of a beacon, an authentication demand will be transmitted from a beacon transmit 
terminal on the contrary. 
[0110] 

Reception of an authentication demand attests the beacon transmit terminal of 
authentication demand origin (step S935). (step S934) If it succeeds in authentication 
(step S936), the purport of an authentication success will be transmitted to an 
authentication demand terminal (beacon transmit terminal) (step S937). On the other 
hand, when authentication goes wrong, the purport of (step S936) and authentication 
failure is transmitted to an authentication demand terminal (step S938). 
[0111] 

Drawing 28 is drawing showing the flow of processing of the beacon transmit terminal 
in the mutual recognition of drawing 1 8 . First, the beacon in which the purport which 
has the attribute certificate is shown is transmitted (step S941). Then, reception of 
the authentication demand from other terminals which answered the beacon attests 
the beacon accepting station of authentication demand origin (step S943). (step S942) 
When authentication goes wrong, the purport of (step S944) and authentication failure 
is transmitted to an authentication demand terminal (beacon accepting station) (step 



S945). On the other hand, when it succeeds in authentication, while transmitting the 
purport of (step S944) and an authentication success to an authentication demand 
terminal (step S946), an authentication demand is transmitted to a beacon accepting 
station (step S947). Then, the response to an authentication demand is transmitted 
from a beacon accepting station (step S948). 
[0112] 

Next, the connection relation between the terminals of the wireless ad hoc 
communication system in the gestalt of operation of this invention is explained with 
reference to a drawing. 
[01 1 3] 

Drawing 29 is drawing showing the process in which terminals constitute the network 
of wireless ad hoc communication system. Supposing Terminal A (100) is functioning 
as an attribute certificate issue terminal first, the public key certificate (PK-A) of 
Terminal A will be held at the attribute certificate issue terminal list table 610 of 
Terminal A, and the attribute certificate (AC-A) of terminal A issue will be held at the 
attribute certificate table of Terminal A ( drawing 29 (a)). If Terminal B (200) transmits 
a beacon, an attribute certificate is published from Terminal A to Terminal B, as a 
result of initial registration, the public key certificate (PK-A) of Terminal A will be held 
at the attribute certificate issue terminal list table 610 of Terminal B, and the 
attribute certificate (AC-A) of terminal A issue will be held at the attribute certificate 
table of Terminal B ( drawing 29 (b)). Terminal A and Terminal B constitute the 
network of wireless ad hoc communication system by performing mutual recognition 
after initial registration. 
[0114] 

Then, if Terminal C transmits a beacon, an attribute certificate will be published from 
Terminal A to Terminal C through Terminal B, and Terminal C will enter into the 
network of wireless ad hoc communication system by performing Terminal B and 
mutual recognition after initial registration ( drawing 29 (c)). Furthermore, also when 
Terminal C transmits a beacon, Terminal D enters into the network of wireless ad hoc 
communication system through the same procedure ( drawing 29 (c)). 
[0115] 

And when the terminal A which was functioning as an attribute certificate issue 
terminal until now is cut from a network by a certain factor, other terminals will 
function as an attribute certificate issue terminal. Although various things can be 
considered as a selection criterion of this attribute certificate issue terminal, the 
terminal which exists in the center position at a certain time, a terminal with most 
remaining capacity of a cell, etc. can be chosen, for example. For example, supposing 
Terminal B is chosen as an attribute certificate issue terminal. Terminal B will carry 
out broadcasting distribution at all terminals while connecting the public key 
certificate (PK-B) of self Each terminal stores the public key certificate (PK-B) of 
Terminal B in the attribute certificate issue terminal list table 610 with the terminal 



identification child of Terminal B ( drawing 29 (d)). 
[0116] 

Drawing 30 is drawing showing the process in which the once cut terminal enters into 
the network of wireless ad hoc communication system again. If Terminal E transmits a 
beacon after Terminal A is cut and Terminal B comes to function as an attribute 
certificate issue terminal ( drawing 30 (a)), an attribute certificate will be published 
from Terminal B to Terminal E. The public key certificate (PK-B) of the terminal B 
which is the present attribute certificate issue terminal, and the public key certificate 
(PK-A) of the terminal A which is the past attribute certificate issue terminal are held 
at the attribute certificate issue terminal list table 610 of Terminal E as a result of 
initial registration. Moreover, the attribute certificate (AC-B) of terminal B issue is 
held at the attribute certificate table of Terminal E ( drawing 30 (b)). 
[0117] 

Then, when Terminal A connects again, Terminal A attests with the attribute 
certificate (AC-A) by the terminal A issue currently held. And the attribute certificate 
issue terminal list table 610 is updated between Terminals B after mutual recognition. 
Consequently, the public key certificate (PK-B) of Terminal B is newly held at the 
attribute certificate issue terminal list table 610 of Terminal A ( drawing 30 (c)). 
[0118] 

Thus, according to the gestalt of operation of this invention, the attribute certificate 
issue terminal which received the beacon checks the existence 818 ( drawing 8 ) of 
the attribute certificate of the beacon frame 810. When it is judged that the beacon 
transmit terminal does not have the attribute certificate By transmitting the attribute 
certificate issue proposal frame 820 ( drawing 9 ) which proposes an issue request of 
an attribute certificate to a beacon transmit terminal, ignited by these, autonomous 
distribution can be carried out and an attribute certificate can be published. 
[0119] 

In addition, the gestalt of operation of this invention is illustrated, and this invention is 
not restricted to this but can perform various deformation here in the range which 
does not deviate from the summary of this invention. 
[0120] 

Moreover, the procedure explained here may be regarded as an approach of having 
the procedure of these single strings, and may be regarded as a record medium which 
memorizes the program thru/or its program for making a computer (terminal) perform 
the procedure of these single strings. 
[Availability on industry] 
[0121] 

This invention can be applied in case a terminal authority authentication certificate is 
published between the terminals for example, in wireless ad hoc communication 
system as an example of an activity of this invention. 
[Brief Description of the Drawings] 



[0122] 

[Drawing 1] It is drawing showing the example of a configuration of the wireless 
terminal 300 used in the wireless ad hoc communication system in the gestalt of 
operation of this invention. 

[Drawing 2] It is the example of a configuration of the attribute certificate issue 
terminal list table 610 in the gestalt of operation of this invention. 
[Drawing 3] It is drawing showing the format 710 of the public key certificate 612 held 
at the attribute certificate issue terminal list table 610 in the gestalt of operation of 
this invention. 

[Drawing 4] It is drawing showing the format 720 of the attribute certificate held at 
the attribute certificate table 620 in the gestalt of operation of this invention. 
[Drawing 5] It is the example of a configuration of the attribute certificate lapse list 
table 630 in the gestalt of operation of this invention. 

[Drawing 6] It is drawing showing a format of the attribute certificate lapse list 730 in 
the gestalt of operation of this invention. 

[Drawing 7] It is drawing showing the 1 st example of the procedure of the initial 
registration in the gestalt of operation of this invention. 

[Drawing 8] It is drawing showing the configuration of the beacon frame 810 in the 

gestalt of operation of this invention. 

[Drawing 9] It is drawing showing the configuration of the attribute certificate issue 
proposal frame 820 in the gestalt of operation of this invention, and the attribute 
certificate issue request frame 830. 

[Drawing 10] It is drawing showing the configuration of the attribute certificate issue 
proposal refusal frame 840 in the gestalt of operation of this invention, and the 
attribute certificate issue request refusal frame 850. 

[Drawing 11] It is drawing showing the configuration of the attribute certificate issue 
frame 860 in the gestalt of operation of this invention. 

[Drawing 12] It is drawing showing the modification of the 1st example of the 
procedure of the initial registration in the gestalt of operation of this invention. 
[Drawing 13] It is drawing showing the configuration of the attribute certificate issue 
proposal frame 1 820 in the gestalt of operation of this invention. 
[Drawing 14] It is drawing showing the configuration of the attribute certificate issue 
proposal receipt frame 1 830 in the gestalt of operation of this invention. 
[Drawing 15] It is drawing showing the 2nd example of the procedure of the initial 
registration in the gestalt of operation of this invention. 

[Drawing 16] It is drawing showing the configuration of the public key certificate 
demand frame 870 in the gestalt of operation of this invention. 
[Drawing 17] It is drawing showing the configuration of the public key certificate 
demand response frame 880 in the gestalt of operation of this invention. 
[Drawing 18] It is drawing showing the procedure of the mutual recognition in the 
gestalt of operation of this invention. 



[Drawing 19] It is drawing showing the configuration of the authentication demand 
frame 870 in the gestalt of operation of this invention. 

[Drawing 20] It is drawing showing the configuration of the authentication response 
frame 880 in the gestalt of operation of this invention. 

[Drawing 21] It is drawing showing the flow of the processing in the 1st example of 
the attribute certificate issue terminal in the case of the initial registration in the 
gestalt of operation of this invention. 

[Drawing 22] It is drawing showing the flow of the processing in the 1 st example of 
the new-comer terminal in the case of the initial registration in the gestalt of 
operation of this invention. 

[Drawing 23] It is drawing showing the flow of the processing in the modification of 
the 1st example of the attribute certificate issue terminal in the case of the initial 
registration in the gestalt of operation of this invention. 

[Drawing 24] It is drawing showing the flow of the processing in the modification of 
the 1 St example of the new-comer terminal in the case of the initial registration in the 
gestalt of operation of this invention. 

[Drawing 25] It is drawing showing the flow of the processing in the 2nd example of 
the new-comer terminal in the case of the Initial registration in the gestalt of 

operation of this invention. 

[Drawing 26] It is drawing showing the flow of the processing in the 2nd example of 
the attribute certificate issue terminal In the case of the initial registration In the 
gestalt of operation of this Invention. 

[Drawing 27] It Is drawing showing the flow of processing of the beacon accepting 
station in the case of the mutual recognition in the gestalt of operation of this 
invention. 

[Drawing 28] It is drawing showing the flow of processing of the beacon transmit 
terminal in the case of the mutual recognition in the gestalt of operation of this 
invention. 

[Drawing 29] It Is drawing showing the process In which terminals constitute the 
network of wireless ad hoc communication system in the gestalt of operation of this 
Invention. 

[Drawing 30] It is drawing showing the process in which the terminal once cut in the 
gestalt of operation of this invention enters Into the network of wireless ad hoc 
communication system again. 
[Description of Notations] 
[0123] 

300 Wireless Terminal 
310 Antenna 

320 Communications Processing Section 
330 Control Section 
340 Display 



350 Control Unit 
360 Loudspeaker 

370 Microphone 
380 Bus 
600 Memory 

610 Attribute Certificate Issue Terminal List Table 

620 Attribute Certificate Table 

630 Attribute Certificate Lapse List Table 

650 Generation Key Table 

710 Public Key Certificate 

720 Attribute Certificate 

730 Attribute Certificate Lapse List 

810 Beacon Frame 

820 Attribute Certificate Issue Proposal Frame 

830 Attribute Certificate Issue Request Frame 

840 Attribute Certificate Issue Proposal Refusal Frame 

850 Attribute Certificate Issue Request Refusal Frame 

860 Attribute Certificate Issue Frame 

870 Authentication Demand Frame 

880 Authentication Response Frame 

1820 Attribute Certificate Issue Proposal Frame 

1 830 Attribute Certificate Issue Proposal Receipt Frame 

1 870 Public Key Certificate Demand Frame 

1 880 Public Key Certificate Demand Response Frame 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 
[0122] 

[Drawing 1] It is drawing showing the example of a configuration of the wireless 
terminal 300 used in the wireless ad hoc communication system in the gestalt of 
operation of this invention. 

[Drawing 2] It is the example of a configuration of the attribute certificate issue 
terminal list table 610 in the gestalt of operation of this invention. 
[Drawing 3] It is drawing showing the format 710 of the public key certificate 612 held 
at the attribute certificate issue terminal list table 610 in the gestalt of operation of 
this invention. 

[Drawing 4] It is drawing showing the format 720 of the attribute certificate held at 



the attribute certificate table 620 in the gestalt of operation of this invention. 
[Drawing 5] It is the example of a configuration of the attribute certificate lapse list 
table 630 in the gestalt of operation of this invention. 

[Drawing 6] It is drawing showing a format of the attribute certificate lapse list 730 in 
the gestalt of operation of this invention. 

[Drawing 7] It is drawing showing the 1st example of the procedure of the initial 
registration in the gestalt of operation of this invention. 

[Drawing 8] It is drawing showing the configuration of the beacon frame 810 in the 
gestalt of operation of this invention. 

[Drawing 9] It is drawing showing the configuration of the attribute certificate issue 
proposal frame 820 in the gestalt of operation of this invention, and the attribute 
certificate issue request frame 830. 

[Drawing 10] It is drawing showing the configuration of the attribute certificate issue 
proposal refusal frame 840 in the gestalt of operation of this invention, and the 
attribute certificate issue request refusal frame 850. 

[Drawing 11] It is drawing showing the configuration of the attribute certificate issue 
frame 860 in the gestalt of operation of this invention. 

[Drawing 1 2] It is drawing showing the modification of the 1 st example of the 
procedure of the initial registration in the gestalt of operation of this invention. 
[Drawing 13] It is drawing showing the configuration of the attribute certificate issue 
proposal frame 1 820 in the gestalt of operation of this invention. 
[Drawing 14] It is drawing showing the configuration of the attribute certificate issue 
proposal receipt frame 1 830 in the gestalt of operation of this invention. 
[Drawing 1 5] It is drawing showing the 2nd example of the procedure of the initial 
registration in the gestalt of operation of this invention. 

[Drawing 1 6] It is drawing showing the configuration of the public key certificate 
demand frame 870 in the gestalt of operation of this invention. 
[Drawing 1 7] It is drawing showing the configuration of the public key certificate 
demand response frame 880 in the gestalt of operation of this invention. 
[Drawing 18] It is drawing showing the procedure of the mutual recognition in the 
gestalt of operation of this invention. 

[Drawing 1 9] It is drawing showing the configuration of the authentication demand 

frame 870 in the gestalt of operation of this invention. 

[Drawing 20] It is drawing showing the configuration of the authentication response 
frame 880 in the gestalt of operation of this invention. 

[Drawing 21] It is drawing showing the flow of the processing in the 1 st example of 
the attribute certificate issue terminal in the case of the initial registration in the 
gestalt of operation of this invention. 

[Drawing 22] It is drawing showing the flow of the processing in the 1 st example of 
the new-comer terminal in the case of the initial registration in the gestalt of 
operation of this invention. 



[Drawing 23] It is drawing showing tlie flow of the processing in the modification of 
the 1 St example of the attribute certificate issue terminal in the case of the initial 
registration in the gestalt of operation of this invention. 

[Drawing 24] It is drawing showing the flow of the processing in the modification of 
the 1st example of the new-comer terminal in the case of the initial registration in the 
gestalt of operation of this invention. 

[Drawing 25] It is drawing showing the flow of the processing in the 2nd example of 
the new-comer terminal in the case of the initial registration in the gestalt of 
operation of this invention. 

[Drawing 26] It is drawing showing the flow of the processing in the 2nd example of 
the attribute certificate issue terminal in the case of the initial registration in the 
gestalt of operation of this invention. 

[Drawing 27] It is drawing showing the flow of processing of the beacon accepting 
station in the case of the mutual recognition in the gestalt of operation of this 
invention. 

[Drawing 28] It is drawing showing the flow of processing of the beacon transmit 
terminal in the case of the mutual recognition in the gestalt of operation of this 
invention. 

[Drawing 29] It is drawing showing the process in which terminals constitute the 
network of wireless ad hoc communication system in the gestalt of operation of this 
invention. 

[Drawing 30] It is drawing showing the process in which the terminal once cut in the 
gestalt of operation of this invention enters into the network of wireless ad hoc 
communication system again. 
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[ 51 Hj§ © r»i ] 

[fg0)5A^»!*LJ;9i:-r§ISS] 
[ 0 0 0 5 ] 

•y ^ a 5/ X x A *5 T S * {± # ^ ij L . ^ © Bf /-^ o T ^-^ -y F 7 - ^ ^ « l« T 

is«f*©ttK±. ^© J: 5 ^j:*ft'Wa^R^SH'\©fflffiss*^^i-a«^nTi^§ taps 

[ 0 0 0 6 ] ^° 
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mm^M 11= a ti 16 ( fij ^ a\ e - n > «i) }^ ft -r § ^ « b v - ^ tc 43 t w ji 

[ 0 0 0 7 ] 

± IH IS S ^ il -r 5 J6 tc * % 0" © IS ^15 1 12 « O fi *i K * ^7 a fg >^ X X A a . II 

a © a * j; 0 « IS ^ n s n « 7 f * ■J' ii fs -> x 7 a o t . s * * pi is e 11 » ^ 
S5S«pgtsEii0^»f8ffte«%-r § J; 3 ±fB^ 1 (D^^ictiLxmmt^m2<Di^Mt^ 10 

[ 0 0 0 8 ] 

trc. * ?g 011 CD nii * i£i 2 ,15 .IS « 4;ni * a , €~:3ymm^^tsm^^^mt^ftisb(D^w, 

# a . c CD SMI f- © *Mt!i o iS * e> (It 5£ e - 3 y tt ffi ^ # fl ^ ^ S ft 1" 5 Jf^ 

KiSiEiEi§tif§tTtt«^t-§^9aMftiicDS*tc?^LTa!^t-§s!Si*ttKisiia 

[ 0 0 0 9 ] 

*%Bi!cD|»5}<]S 3 lB«©^*ti. » * S 2 IB « cD 41 * J5 T . ± IB S « ¥ IS 20 

sfi Lrc±fBfi©4Si*A^?> ©±fBfl^ J; 'Mmm(Di^^(ot^^mmmm^mmt^^m^ 
^ c>^cmff L. ±fBS*«PiEffiiii^»i*tTa**SA^±fB®*iisiJ'if lB^ca-j■^.^T±la 

mm ^ rx ^ t v-' o i"? m ^ ^ tc !b t o 

[0010] 

t fc. * 0^ (D W * « 4 IB «c CD iifii * t± . If * S 2 IB « O iifii * T , ± f B iffil * « PS tS 

|iESE»5«IStTM«#©*^±tBfacDS*(c^*UT±i!BS*ffiKgg|iaiERJl*%?TteS!^S 

§iiic±fa«*'Oi^p»miE0^»^f»-&Tffl^-r§ fe^'^-^^o cnc.tOs s*«PsigiE 

§ d f'F ffl fc 6 t- o 30 
[0011] 

. c CD s ft ¥ a *Mt!i £0 s * ?> m £ CD e- - 3 > t« IK ^ ^ ffi ^1 ^ s fs t- 5 i: a M ffi CD 4S * 
^ m w « § 4S * « PS II 11 ii » ^ 5g t7 L T ^3 M ffi CD s * ?t L T s ^ -r 5 4S * « PS IS 

IE ffi Hi^ » % It S ^ ^ S i: ^ H fi -r c c n J; ^3 . H - n > ft f B ^ ^ ft ^ ^ ^ 'J - ^ 

ffl /c 6 f o 

[0012] 

t/c. *Jg0;3cDlSj)<« 6 fatSc<?DS*a. if 5 fB«cOS*li::feV>T, ilBSfS^S*^ 

sf«t/c±HBfa£DiSi**^^cD±3Bfs#j:oaiSffl©s*cDS*iigyits%3?#-r§#®% 40 

ice fit. ±f34ii*«PSgSEiI0i3»5gff ±fB«*^S'J'lf ^lca^V^T± 

T s * « PS IS SE ii » o s ia ^ *3 5 i: V ^ 9 {1^ ffl ^ fc p. -r o 

[0013] 

S/c. *||0flcD||*]I 7 ia«g««*a^ ||«^ 5 fB«cDS*tc*3l^T. ± f B ^ * « PS IS 
H IE 0^ » ^ M * # ® ± !B ffl CD « * W L T ± IB 4S * « PS IS II E 0/3 » tT « ^ « 
■r :S^lc±E4S*<Oi:^llSIE0S»^#f-<irT}i^-r§ t)C0l?$,5o c n t c!; 0 . 4iSl*«RSIS 

^ ^ ft ffl fc a -r o 

[0014] 50 
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LTV^^j;V^ii^caM«^^ h U ^' - L T IS g tt IE Hj§ » O HIt «JI ^ B ^ 

[00 1 5 ] 

Sfc. *|gHJ!£Dil*« 9 B«« 8 E«©S*tcfcV>T. ± 12 S fl ¥ S 

m L tc ±v m^^ ^ t o i'f m ^ fc lb r o 

[0016] 

S/c. *f8 0i5(D|«*3S 1 0 a Sg CD *lf^ * (± . 8 IB«©«*tc$3l^T. ±ia«*«PI 

§ISt±fBSii*Oi>li»liEB^»^«-(irTffl^xT§o ctiiz^io. 4S * « PS S liE fi Bj! » 
i.^ a ffl ^ fc P. r o 

[0017] 20 

sfc. *fi0^ofi#ai ifB«os*fi. 1 0 iBtg©ss*icfc'!/^T. m^mmm 

lligiEliEffi#%lTftii§fl!^®*'^±i!Bftll©i;Sl*A^P.'^ 

5 i: IS m (Din^Micmt ^wm^^f^Lx m is ^ ^ i- fit is a t . ± m m m ^ ? n /c ti 

^ a ± HB fti <7) i^Si * St L T S * It PS IS II 11 f ] » ^ ^6 It L , J: IB fiS E ffi 5 ^ n /c *! ^ 
± IB ffl CD S * tc « L T 4S * « PS IS H E i3i5 » 5g If « © ffi S ^ ji a t- § « * « PI IS liE li 
»?£lf#iat e.fcHli-rSo cntCcfcD. *;fll*«SPSgliEaEW5»%tf ftlB«*^«lI t 
fc±-^-«*«PSigfiE|EB^»^5llT^^i:§i:t.^3ffffl*fefc5.t-o 
[0018] 

Sfc. *|gBj30Dlf 1 2fB«£D^*tt. ft«a 1 1 IB«cCDi^*^C*3V^T. «*«PSIf. 30 

^^^^cRiiL. ±fais*«PSlSliEiiEB^!«fi^7^®A^ ±iBS*«PfiiSiiEiEB^»©^ff t 

K L T ± 13 Si *« PS g E li BJ3 » H tf * U X h r - ^ ;!/ n fc ± IB S *« PS SS liE E 
Hj^»fg|f Ji*cDl^MStHW»^±fBftiOS*tcig{l-r 5o cintcJ;^)^ ffl04||*tc*3it§ 
S * « PS E E E Bj! » o It E ^ ^ ^ -r § i: 5 ffl ^ p. f o 
[0019] 

Sfc. *%B^<7)||«3S 1 3 fB«OS*ti^ 1 1 fB«^4ffil*tc*3V^T. 4fR*«PSIS 

EEW«<D^auxb%ffi^t-?.i^*fflPSiSEEB)m*«(jUXhx-:/;b^^e>KjaflfL 
. ±IBi^*ffiPSllEEB^»^tf ^©A^ ±IBS*ttPSigEEB^»©fgff tc^LT±IBS* 
<tPSgEEB^»*a 'J X h 7^-:/;l/lc«f$^ nfc±tB«*«PSgEE0J!«^a U x h ^± 40 
IB fti O 5S * 5^ ft -r ?) o ^ n fc J: 0 . ft o S * *3 1/^ T S * « Pi S! E E Bfl » (D ^ E ^ If ^ 

IS a L T § a * « PS IS E E Hfl » ^ fit K ? ^ § 9 fl: ffl ^ /c 6 f o 
[ 0 0 2 0 ] 

$ /c . * ?s Hi^ o if * II 1 4 IB tt CD *s * is . ^-uymm^ntsm^^^mt^fcibo}^ 

ft ¥ g . u CD S It ^ S AMtt CD * ?> H - n y 'If |g # fi ^1 S « L fc tg 1^ 43 v> T 
a M ffl CD 4ii * *s iS * « PS IS E E Hil » IT 1" ^ a ^ ± IB ft ^ ^fs L T ^ n tt' 1 M ffl CD S 
* ^ m * # t 1- 5 S * « PS IS E E Bi5 • ^ IS If t T a 1^ fti CD 4g * K ^t L T ffi ^ f § «li * « PS 

A^iin!*«PSISEE0^»^W LTV^^V^Ji^lc. ^ ^ fl ^ ^ h U - t L T . SSftPSgE 

EB^»isif ftKtc^io Tffl*«PSiSEEB^«;&%if t i^ffl^fcfce.-ro so 
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[ 0 0 2 2 ] 

tl.^Oi'? ffl ^ fc ?> 1- o 

[ 0 0 2 3 ] 

i; /c * je 0jJ © „n * J^il 1 7 ^B « iifil * a iii" ^ ft PS ,>2 ,1 H BJ^ T'^ ^ 'fi t ^ ^ ^ 75 T - 

ft fH CD ffi « ^ S 1- 5 ^'ftS * tf m S ,.i Si .1 5E ft a « S in # IS ^ CO « * tt PS „7- „i ,,1 B/J 
18 !t S m S ffl * S *Mfi © S * *^ e. ± f 3 ii « ^ S If -r § t a M ffl O Si * M -r 5 1 1 f g ^ * /i^ 
LT«IS*ffit-«g¥Si;s ±fB«ll3b^-^^?nrcii^ti:tt±IBffloS*f-«LTS*«PS 
IS E li Bj3 * © 58 fT ^ « L . ± f a 5t If- JB S ^ ti fc « ^ ± IB ffl © ii * t T as * « 

mMimmmmnmm<Dms^m^t^m^mmmmummmnmm^&t^M:mt^. 20 

[ 0 0 2 4 ] 

t fc. * ?t ffl © M Mm I 8 IB « © iii * ^ 11 * Jl 1 7 IB « © SI * tc T , ± iB Sii * « 
|5|igEEW»?8tfte«i*SA^ ±iBffl©^fii*lc^tLT±IBai*«ffiHSffiEBi!»f8tf^ffi« 

tT««^ Lfc4S*©*Att^S*«PSilffiEB^«f8tTS*tC!ilS$-y:?. i: V^9{tffl%fe^c 

-To 
[ 0 0 2 5 ] 

i;/c. *feBj5©lt*Sl 9iB«©SS*«. SS*«ffigttEBi5»^W L^j:l^g^7K-r e- 30 

m(Dmm^^mt^iii^mmmiimmmmnmm^m^^^t. c © ji * « ps lu ii e bi^ » is 

ff ffi«S«*®AMti©S**^?>±tBffi«^Sf8-r 5 i: 1^3Mffl©*S*t-ffl^5tf fg^«75 L 
TStg^ffil" stiffs t . ±IB6tl?.A'^^ * n S t , ± IB ^ A'^ lj T»^©ii**|5fiSSEE 
0^ » ^ # ^ V ^ § if ^ tt a M 4S * ffi PS IS E E 0J! » -S St b . ± f B ffi ^ ?8 It ?^ © S! * 
ttEigEEBI3«^$A.-^l^^t.^^^(ca±iafa©4i*tSt LTffi*«iPSSEE0IJ ,y©58lT 
^ffiiit-§«*«Pfil!IEEB^»§^^Ttt«#©t ^a«t-§o ctxK^'o. ffl*ttPSISEE 
0J!»f§tTtt«©ii^^S«t/c^ti:^©ii^*^l?fT?f^©iffi*«RS^EEB)!»^^A.TV^ 
;s A^S^)^^fiJ»f LT. «*ffiPiEEEB^»^SM-r § S*«PI^EEB^»©%tT^ft 
a -r § © i] # ^ R |3 ^ § ^; t'^ ^ # ffl ^ o 

[ 0 0 2 6 ] 

t /£ . * 51 iljj CD IS 5j< IM 2 0 IE « © *S * . IS * S 1 9 IB « © S! * *3 T . ± sB S * * 

PS E E E Bi! » ?8 n ft « a if . ± IB ffi © is * » L T ± IB SI * « PS g E timmmh^ium 
-r 5^tc±IBSi*©i>la»EBi§»^#f^^Tffi^■r 5 t ©T$.§o iin(cj;D. *s*iipsts 

[ 0 0 2 7 ] 

t/c. *f8Bj5©||#iS 2 1 IB«©ffl*a. e-n>'fifg^#£y{I^^Sffit-§Sffl¥IS 
i:. c©S{M^SAMt!i©«*A^?.filTS©e^-3y1f|g^^t?{t^;&§ffl-r§i:S*ffllliS 
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[ 0 0 2 8 ] 

a s ffl L ± IB ffl © s * © ± IB M ^ J; "9 s IS ffl o 4S * © 4i * ii gij ts a ^ IX f# 1- s # 

tEm^^no %(Dl:h?>o CtitCcfcD. SS*tt|5I^ffiiE0J!»©liff ^ft«-r-^§4S*5:St 
IS L fc ± 7- ^ ^ ^ ^ i: ^ ffl ^ & ^ o 
[ 0 0 2 9 ] 

* fc. *fg0^cDf»«« 2 3 IB«<DS*(±. @S*^D7^•bXffiPI>&^^■r ^ 1 ©is**® 10 
*"fi ^ § R ^ ± „B i, '1 ^ L T l> n tf ± i!B ifH * ffi HIS IE SE Hi! » T - 7 U ^ tl ± tS 

IF 1 © « PI pi pI B/] * ^ ffi b T h HB fte © SB * E t T h. IB s s * © IS E ^ s * -r § 
p? piT it * ^ a i: ^ n tfi r § o c n d s,' h \c „r i m ^ ft s ffl © s * ^ © 

[ 0 0 3 0 ] 

S fc . * M © It * S 2 4 IE K © ^ * a . W # S 2 3 IB « © 4S * *5 T . ^ * « PI IS 20 

E f I Bj » % 4^ * © P^^ » E 0^ » ^ ffi -r § S * « PI E E B^ » 5S « * U X h T - 7 ;l' 
±IHfSHS5fi^iafcj;5^EB«tcjS^LT±f5fi©S*A^'S*t-§ll2©ISES5R 

-a S n ?) ± I B M|- 2 © iiS * « PI IS E iiE 0/3 » ^ ± IB iiffi * ft PI IS E E 0/3 » % S * U X h r - 7 
;btc«^S^n/ci:^li»EWIttc^SnSi^l3tli!(i:j;oT^tEt-ii«E#®i:^$6f-*<i 

EE0)1«^^Mil-5f©Sffla*li:<^E^-i^5i:</^5f^ffl^fefcS-ro 
[ 0 0 3 1 ] 

mumm^imv xh^umt ?>^^mmmmumm^mv xh7--y}V^-^ ^icmmL. so 

±fB«E#gA^ ±fB«i*iiPsisEEB)!»*« 'J X h - f )v iz urn ^ ti ^ ±miSiMmm 

IS E tt 0i3 » ^fe a U X h K fe' T ± IB S 2 © 4g * IS PI IS E E Bi§ » * L T § « -& a IS 
E * © *y It ^ R d o c n D . IS 4^1 * 4o T S * « PI IS E E 0i! • © E ^ o 
IS ^ xfl L T 5 ili * It PI IS E E 015 » ^ Pt ^ -^i: § t d ffl ?r fc i5 -r o 
[ 0 0 3 2 ] 

S/c. *fg0)5©||*iB 2 6 iBi^©4S*a^ * « ffi IS E E Bii » fS * © 111 il E 93 » 
^«if -rs^SffiSSEEB^^^ffSSU X hx-:/;l't. ® 1 ©a*«PSISEEB^«^ 

w t- 5 ffl © « * c ^ L T ® 2 © s * « PI IS E E 0^ » % w -r § g ^ -r e - 3 >' t» ffi a tj 
m^^mmt ^mm^mt . gs*©7^-bx«iPi^^t-±fH^2©s*ffiPiisEE0^» 

S^^Sfl-r §lSES«Sfl¥©^. ©S;ES*Sfl#a;6^Sft Lfi±fSm 1 ©ISES 
*lc^i:ti5±lB^ 1 ©a*«iPIlSEEBj^»^±fSS*«PSISEE0;3»?ifTiS* U X h x 
- }l « ft $ n fc i.^ H » E Bi§ » ^ 3; n 5 i.^ H it t j; o T E -r 5 It E # a i: > c (D m 
E a ic *3 T IS E A^' ijSc ft T § ± IB ffi © S * « L T ± IB S * * PI IS E E Bfl » x - 7 /I' 
IS ? n ± IB Ig 2 © * « PI IS E E b;3 » ^ 31 L T ± IB fi!3 © S * « L T ± IB g S * 

©iSE^ssR-r 5^ 2 ©isES«^tT 5 isES^^a t ^m«-r 5o iintcj:^. 

i5Sl!EEi5»^*-r5g^^-rif-3y'ltli^#tyffl^^hy:«^-i:tT4ii*«|5SiSEE 
B^»ti:S^'<fflSl!ES!La^SM$-i^^i:t/^^l^ffl^fc/c?.-ro 

[ 0 0 3 3 ] 

tfc. *%0^©ii«JS 2 7 IB«©«*f* . 2 6 IBic©S5|;lCfc(,^T. S*«ffitS 50 



(12) 



JP 2004-260803 A 2004. 9. 16 



ti'km t common o o cniccto. s^s*ic*5'/^TS*«iPiif>SEiEH^»oiiiiE^tf ? 

[ 0 0 3 4 ] 

f /c . * 5g Hi! O II * II 2 8 IB « CD 4S * ^ PI E E II Bf! « fS t? S * 7^ a B , E' - 3 y tf f g ^ 
S tf ft ^5 ^ S « r S ^ Hi i: . ± IB fi « fl ^ iS * A^' 4S * « PS IS tt 11 0i! » ^ W T S g * ± 

[ 0 0 3 5 ] 

tfc. *5£0JJO^il#« 2 9 fB«Oi^*«|5SISIiEliEB^»fgtTS^73ffia, II « 2 8 13 « 

O S * « TM ;S pi ST Bfl » % tT ffi ^ * S i3 T . ± IB ffl © * 5 « ± E ft ^1 0: D S ^ ftil ® 
iffj * O S * A )iiJ li'i ^ MX fl -r § ? )IR ^ M ffi L . ± ,fB S * HI BO tW izm-^^'T ± IB fl 
S ^ It 9 t> O T § o Cin tc J; D . S * « PS IS II E Hi? » 5§ It ffi « ^ if ^ T t S * ^ St IS 
L ± T S * ^ It t3 ^ i: 3 # ffl ^ t /c t = 
[ 0 0 3 6 ] 

f /c. *f|HJ50|»*«3 0fB«©4S*«ffilSEffiBJI»l§t^iS«^FJ*«. H--3>tfffi?r 20 

IS If ^ -^)^ * L T l ^ ^ 1 1 n a M 51 « ^ iS * m W # ^ T S * « PI IS li li 0^ « ^ IS L T 

^ O jji ft S * S * « PS IS E E Bi5 » ^ *■ t T ti ^ ic . |!3 M fS ^1 ^ h U - i: b T . 

^^i*«PSISEEB(r«%^7telf^^c5tizt3T^lRi*ffiPSISEEBi^if^%^T^^i^tv^5fPffl^fe 

[ 0 0 3 7 ] 

Sfcs *fiBS©ll*a3 1 IB«©^S*«ffiSEttB^»l§ff ftfflT^ ffitt. «*«PSiSEIi 
*ftPSEEE0«»f8ffft«Offi«^Sffl-rs¥)ii t ^ ±faffi^©jMffl?t4S*^-SBt-5«li 30 

^a^s L TBtis^ffiT^ HI t s ±tBi«g*'«* ? n/c«#tc it^mmmTzHMicM l tsi* 

« PS IS E E Bfl » O It % « b . ± IB 58 IS fg S ^ n fc « ^ ± f e 5M It 7C «S * C ?t L T 

s*«PsisEE0i3»fg!Tffi^©tgs^ii»]-r 5#)iii;^R«-r So cntcio. m^mm 
mummm3irs^^^mmhrc±x^Mmmmmmmm<D^n^i&m-^^^ th^owm^ 

[ 0 0 3 8 ] 

tfc. *|g0^(D||*a 3 2 fH««iiS*«PSISEE0^»%tTffi^73 s^SltPSISEE 
*«PSIglEII0^»l^tTft«<DS«^S«1-§#)iii;s±iaa^<^5MII^«*t^:M1'S'lt« 

BIEBS»%^^■ev^§«^^cttlys^S*«PSl:KE0^»=?rSM L. ±faffiS*^f§ffr^^o 

1^ * « PS IS E II 0i5 « ^ ^ T:- tf # (C a ± IB 51 ft Sil * M L T S * « PS IS E E m » 

O fg If ^ IS « T 5 ¥ M i: ^ * If -r § o ^ n t D . * It PS IS 11 E Hi§ » f? ft « O ffi ^ ^ 

S*«PSISEEBI5»;&Sli-r 5 4S*«Ei:EEB^»«fiff ^tt^t- S A^OKII^^It*^ 

[ 0 0 3 9 ] 

Sfc. *5l0^<Di«*« 3 3 fB«OS*«PSi!IliEiEB^»%tTftSi73?S ti. lf-n>"|f|g^ 
# It ^ ^ S It 1- i: ^ Ifi <0 * a ± 12 It ^ ^ S 18 § ffi IS II E B^ » f§ 
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[ 0 0 4 0 ] 

3 3 fH«Oii**PII2IIfiEHi^»58?Tft«^ffiti:tel^T. ±IBffl04S*A> B © ± IB ft D 
a M fi O 4S * o «l * it « fg ^ ffi t# t- 5 ^ Hi ^ ^ ^ a fi L , ± IB S * ii gij « fS S C5 V ^ 

^ 51 IS L fc ± T- ft « ^ tf *3 ^i- § (/ ^ ^ ffl ^ p. t- o 
[ 0 0 4 1 ] 

tf ffl a ^ S Ifl ^ § i: -5 j^F ffl ^ t fc e. -r c 
[ 0 0 4 2 ] 

S /c . * Bi5 O II « « 3 6 f B « © 7° a 17 A a , e - n ylf |g ^ ^ ft ^| ^ S ft 5 # 
njfa^iSft7tiiS*=^f!TW#i;^?>4i**PItStEiIBi3»*»ffLTSM31ft^S*tcML 

f o 

[ 0 0 4 3 ] 

■r e - n > 'It ^ # t? ft -^1 ^ S ft -r § ^ )ii i: . ± IB ft # M 1- 5 S * « ffi IS E li » 

^mt. ±IBEtlf.*^^ ^ n/c«^tc a ±13 31 IB 7C^*Ctf LTii* «PII§liiEH^»©M It 
^tt«L. ±fB»l!A^ffiS? nfc^-^tc a ± IB ft 7cS*tc^LT«*«ffiS»E|iEa^»l8 
ff ««(DJgS^jl»t-?.¥Jiii:^«*K^fT^-&S feOT-feSo ^ntJ;f5, 4^*«ffiiS 30 

[ 0 0 4 4 ] 

^fz. * % 0/3 O W « « 3 8 IB « « •/ P ^ A ti , * ft |5I IS II fl BS » ^ W L ^ g ^ 
■r H - a yfi f B ^ iy ft ^§ ;& ft -r § ¥ Hi . ± IB ft -^i tc ^4 T 5 Jffi * ft 151 IS 11 tt » % It 
ffi«©fil«^§ftt-5#liii:. ±IB®*©iIfa^iiini*lcllT§MS^«I^LT5S|g^{S-r 

^^T-l^^J:v^s^^c^i±fa3^iff^«*^c*fLT4S*«lPSig|iElIB^»£Dfg^T%ftffl•ri)¥)i 

i:%S*K':^tf ^-tirS t>©T'$.?.o o ti tc J;' D , i^*«|5Iig»EIEBJ!»5§ff 40 

ftLfclg^c^©s«A^^^T?^*^©ffi*ffi|5i^^E!^E0S»;&#^-el^§A^s*^^f|J»fLT. « 
*ftPIISttfiBi5»^Sffi1-S5b^.S**ffiKliEfEB^»®f8^T^tt«•r§A^©iI#%^Tfe^i 

?! i: d ffl % fc e. -r o 

[ 0 0 4 5 ] 

S fc . * % b;§ O 11 * 11 3 9 IB « <D 7° n y ^ A a , l£- - r3 y tt le ^ ^ t? ft ^ * S ft T S # 
Hi , ftt © * ?> ± IB ft ?r S ft t- 5 t iffii * ft PI 1U£ E Hi5 » fg tT ^ 1- S J; ^ a M ft O S 

■To 

[ 5§ 0^ <D ^ « ] 50 
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[ 0 0 4 6 ] 

[ 0 0 4 7 ] 

^Aiz-4imm(Dmm(Dmmic-^^^r mm^mmLx mm ^cmmt 

[ 0 0 4 8 ] 

a 1 a . * f8 eg CD s * © H ic *3 Ifii S 7 H >y ^ ii ft >- X X A t *5 T f« li ^ n 5 

3 0 0 tD«|gfiJ^7St-HT-S§o ffiSiS* 3 0 0 tt. aflMilSE 3 2 0 il. SO » 
gP 3 3 0 i:, a.T^gP 3 4 0 i:. ^{tgP 3 50h. Xtf-A360i:. V^^/370i:. ?< 10 
tU 6 0 0 i:;&fi^. i:n^oP^^/^X3 8 0 A^M^t-§Sfi!ci:«:oTv^;So Sfc. Mis 
Sagigp szoicaT^'x^sio ^ nr t/^ o afiMJIgP 3 2 0 7 yf-:^ 3 1 

0^/rtT§fib/cfg5?A^6*-vh7-^^>'^'-7x-XS (T-^fUy^H) 071^ 
-A^#?fiSc-r^o i^/c. 3ififflS!BP 3 2 0 a. ^-vh7-^^y^-7x-XScD7^- 

A*7>'x-^3 1 0 ^ ifr L X mitt ^ o 
[ 0 0 4 9 ] 

fiHj»Jl|5 3 3 0 tt. i£SS* 3 0 0 ^l*;&M»t-§o « ^ «\ ffl ft ffl il 3 2 0 t i "9 « 

^(DX&^. mslixV x:/^'1'«A■^fflv^5>n^#§o ail^gpssos. ii»ii*3 

0 oicnLxnB^i3^^mwm^s^n^rzi6<Di,(Dx$>^ . f-^*'^ >x 20 

^ <y f-^A^'fflv^ c,n»?io xi£-A36os. g^^a:'u-r § feo-e* t) . «^a*3o 

0OfiJffl#^c^:^LTaS;&'!^SL/cDfffi©i^*<!:W^'lt^'^-^^3i;^^tT9/-ci6lcffli.^6 

nso v^^37o«. mmmM3 0 oiciiLxn^t)^^'^Pxti^ho ^(Dx&^ . m 
(D mm t mm(D ^ t mwm^^^ n ^ fc ib K m ^ n ^ o 

[ 0 0 5 0 ] 

^ t 'J 6 0 0 . H 14 IE 0^ » © % S * t M 1- § If fg « t 5 « 14 E Hi§ » ?i It ^ * U 
Xhr-7;l/6 1 Oi:. »^iS*3 00gJ*<D7i'-bXftffi^7S-riS14tEWIt^ffitf-r§ 

^lJX^T-7;^ 6 30ii. li^i^*300S*04^illi:MT§1ffgi:LTi^Miiiiffi 

ffiai:i>iiillI0;§»t^«Jtt-§ii/S»x-7;l^6 5Oi:%t&lfl-rSo 30 

[ 0 0 5 1 ] 

g| 2 . * f§ Bi! CD * Sfi CD ffj It tc *3 S R 14 11 0fl » 16 If S * U X h X - 7 ;^ 6 1 0 O « file 
1?|J <fe 5 o C © S tt II 01^ » IS !«fii * U X F X - 7 ^l' 6 1 0 . ii 3& S tt |i 01! « % It L 

fc ^ a © ^ 5 iii * tc M -r 5 tf $g ^ j# -r 5 © T- 0 . s tt e 0ii » ff 4g * © 4i * it su ? 
6 1 1 o^^n^'nicMitLx ^ {i^mmummQ i z^unLXh^^o s * it so ? e i i « 

. ^-y h 7 - ^ ic *5 1/^ T 4ii,i * ^ - :t I^S'J f ^ O 7- n if J; < . M ^ «\ ^ - -9- 

h (SS^Ii) tC*5tt§MAC (Media Access Control) 7FUX 

m^i^^-^ c tfi^x^ 'j^mmmmme i 2 it. nm-r ^^mmwi^ e 1 iKJ;oiiisij 
^ n 5 * CO IS » SE 0fl » T s ?. o 'j>mmmmm tii. mmmm^^ c +>- 7 x ^ f ) © 
*Ai4^iE0i3-r?)fe£DT^'3. mBfimm^^(o'j>mm^^tSo cco'j^rMmmmmiimmm 40 

fltT#/c§f2ttM (CA:Cert 1 f Icate Author 1 ty) IC i. -o X m ^ 

? tX o 

[ 0 0 5 2 ] 

mSii. RttK0j!»MtTS*U X Fx-7;y6 1 0 tcffif#2tl§ i>r,i»iiE0fl» 6 1 2® 

7^_v<y F7 1 o^^-rB-e$.§o c <D mmumm (D y t - hi i oa. ;^t< 
j^ifx. m^mmm97 i i i:. s^7;i/3'jXA7 1 8fc. w«7 i 9 1 ibmf&^ n 
m^nummmi i ii*. ^U7;vs^7 i 2 1. mi-^i 1 At. Mmmmi 1 s^: 

, mw#7 1 6i:. mw#7 1 Qt. m«#^i>F^ii7 1 7i:>&^iyo 

[ 0 0 5 3 ] 
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tiyV 7;VS^7 1 2 J: D i.^ waiia^ » liS'J ^ n § o ^mmmi 1 5 tt> 

mmmmm(o^%mmr'$>^o m « # 7 1 e . i> n liE 0^ » o m w # <o « m t- ^ o m 

t # i> M » 7 1 7 1* . m H # 7 1 6 (D'MimMTh ^ o 
[ 0 0 5 4 ] 

s s 7 1 9 ii{i>mm.iimmictit ?>muMiic ^ r^m^Th ^) . a « 7 ;i/ 3 u x a 7 1 s 
c 0 a 7 1 9 (Dtc^ici^m-^ tircm^T ti d V X ib ^ , s ig, 7 ;v 3 u x a a . ^ 

,^ ^ _ ^- ^ s; X X h 7 J U X i:. i; i.^ it si ^§ 7 ;b a U X A © 2 o j; D ft ? ti 5 o 
^ y iy jLXhr)l:dV XKii. ^^-yi^^mm ( M» M S ) ® - o D . ¥ « 

M li » 7 1 1 £D ^ -y -b - ^ X X h ^ fig -r § fc i6 © 7 U X A -e o u C T? 10 
. ?t.yt~i^^^iy':LXhtli. KtlT--^ (S^MSEB^»7 1 1 ) ^ 111 S fi © e -y h ?ij 

^'l'>^xXh7;V3UXAi;LTl±. SHA-1 (Secure Hash Algor 
ithm I), MD2 (Message Digest #2).MD5(Messa 

g e D i g e s t # 5 ) ^ » P> n T l> 5 o 'j^ ^ 7 )l d V X L. li . ^ -y -fe - >>' 

^ 4 i:^ X X h 7 Jl V X L,IC ^) m ^ titt y -t- ^ 4 X X h ^mmiwcom^mic 

0 Ht ^1 f k -r s 46 o 7 ;v 3 u X A TF- § o c (D 'j^mmm ^ 7 ji^ :d V X L. t L r . mmm 
m^mummi l i © ^ -y - J^* 3^ x X h is se m © » ^ a o l t © 

S«719i:*§o 20 
[ 0 0 5 5 ] 

^ y-t - X X h t^m ^ n ?> . mmumm <D m m ^> . m^mwrnmi i i©^ 

■y-b->>-X^-:>"xX h ^ i ^n^KlliE^©i.^lfTaic J; D a 5=? ^ n/c ^ -y t- 

vX^'vxX^i:i:bl|i^t-?)Ct^c<^;l3^ m^mUmmi \ i©rt???/0^ai;5"/u^nTv^^v^ 

[ 0 0 5 6 ] 

04 tt. a'l±KBj!»7-7';l/6 2 OtClS»$n?)MttttB/!»©7:t-v-y h 7 2 O^^i^ 
-rH-(?fe§o i:©SttliE0^»ti. ;^t<»ttT. «ttlEBS1Sli7 2ii;. S^S7;l/3UX 
i.7 2 8^. a«7 29i:*^e)«/^$n5o S1tK0^««7 2 la, mWSi>M»liE0^» 30 

iiSy? 7 2 3 t . fSIf « 7 2 4 t . U 7;l'»^ 7 2 2 i: . W«J»3PI 7 2 5 ^ # o 
[ 0 0 5 7 ] 

46 © © <g, o m ft 6^ ii ^ 'ii^^m.m.mmi \ o ( la s ) © ^ 7 1 4 t u 7 ;i/ » 

^1 7 1 2 j; 0 li giJ -r § o ift - u © i.^ P! a II BJ! » IS BiJ ? 7 2 3 , pjr W « ^ it T § 

«ffi^ifr5t©-esn{fj;<> w^tf. mw«©MAC7Fbx^^^^ij j i] 

tTfc<fcV^o ^ff^7 2 4{i. il14IEB«»©f8ff#/c:§Rtt|g|I^ (AA : At t r i b 
u t e certificate A u t h o r i t y ) © ^ l!r^ T 0 . 1?iJ ii\ Jg ^f # 
© M A C 7 F U X ^ H ^ f J ffl f § *^ t § o i/ U 7 ;b S ^ 7 2 2 , S tt BS » © 
U 7 S ^ ^ ^) . R li B^ » © fg « /c H 14 IS IE ^ j; o T S S 5 n o C © v"J 7 40 

7 2 2 i:fg^T# 7 2 4 i: ic <t D «ttlEB^»tt-«tci|giJ^ n^o ^^WPI 7 2 5 tt 
. S 14 K » © If ?i] »3 PI T § o 

[ 0 0 5 8 ] 

-1^ 7 2 9 B tt li 0/§ » )rt -r § « ttlgffi ii tc J; 5 S « S 5 ^ g ^ 7 ;P U X A 7 2 
8 ti C © a 7 2 9 © /c * |£ ffl ^ n /c a € 7 3 U X A 5 o g « 7 ;^ 3 U X A © ft 
§ O l/^ T tt . Bu a © 1^ r»1 » 11 Hi! » © a «i 7 ;b 3 U X A 7 1 8 t IHl « T D . S tt B Bfl ff 
« 7 2 1 © -y -tr- >>'^'^ i^'x X F ;&llttlSiEli©SSffiatC J; D Bt if ft L © A'^ S « 7 
2 9 § o 
[ 0 0 5 9 ] 

tA^oT. c:©StttEB^»©S^7 2 9^SttlSSE^©^MSi^cj;Da#-r?.c:i:tcj;-p 50 
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T ^ >y -b - >>■ ^ X X h TbMi e, n § o m^mmm<Dmf^^it. « s ii m in « ? 2 i © ^ 

-b - ^ i^' X X h^@#TMt«L. ^n^SttiSIE^O^^WHtc J: Dft^^nfc^ 
-b- v^^tV $>-x X h titm-r^ C t (c J; D , MttSEBJ^tf ffi 7 2 1 ©rtgA^35t^^^nT^/^ 

^ c i: ^ fl T ^ § o 

[ 0 0 6 0 ] 

m 5 a. *igHj^©iist©ff^isKt3tt§sttiEHj!»*«] 'J X h ■f-^;i' 6 3 0 (Dmi&mr- 

h^o u CD « tt II 0i! « * ?ij U X h X - :/ ;i' 6 3 0 . ^ ?ij L /£ « tt IE 0J! » M -r § t« « ^ 

B^»:&§S|lJWlC^^^^i-5fci6lC. S14liEH^»^S(jUXh CARL : A t t r i bu t e 10 
certificate Revocation L i s t ) ^ tl ^ o M 

• ligy^e 3 1 t^i^mme s 2 ton a. mi^mmm^imv xh(D^^^v xh:Ly h 

^rc^(D^(Dl:'&^. ,a f* t (J: . M liE 0^ » 7 2 0 (04) © 56 # 7 2 4 i: ~> 'J 7 ;V 

mm 2 2 i: (c J: f5 'ii gij -r c 

[ 0 0 6 1 ] 

06 tt. «tt|iEil«^5a]'JXh7 3 0©7*-v->'h^^x-rBl'eS§o C©JlttfI0i!» 

m^ 7 3 9 ti)-^^mm^ti^o a«iu*5ttuxh73ia. a«tu^?i)Uxh©fgtT«7 

34i:. 0«i;(±©*aUXhX>hU 735i;^#tyo ^aUXhxyhU 735 B. 20 

Lfc«14EH^»©SttlEB^»iiSlJ? 7 3 6 i:. ^ © ^ 5% L fc ^ ^ B# gij 7 3 7 © ?t T 
feSo C(D9z^V X hX> h U 7 3 5 tCfc'lt5RttfEB^»»BiJ? 7 3 6 i:*?ftBt^J 7 3 7 

t©?tA^ sttiEH^»*si) u X h 7^-7;!/ 6 3 0 (0 5) ^m^mmmmm^ 6 3 
1 fc^asfgye 3 2 t<DM\cm'^t 

[ 0 0 6 2 ] 

W € 7 3 9 (i « 'ft E Bj^ » ^ U X h (C -r § ft It # J; 5 * « T S 0 . W fj T ;l/ n U X 
A 7 3 8 a C © ^ 7 3 9 © /c i6 ffl tl tc Wi ^ 7 d V X L, -T:- h ^ o 7 Jl' 3 U X 

A©rt§tcov^Ttt. tfiai©i.^MMtt0^»©»«T;^d'U XA 7 i 8 D ^ 

M^^aU X h 7 3 1 ©y >y -b-i^-^-r J^'x X h ^I8ff #©«S^ittC J; 10 m L fc (D ti-^ 
»«739i:%§o 30 
[ 0 0 6 3 ] 

i;^ o T . c © s tt tt Bj^ » u X h © =1 « 7 3 9 ^ 3%n ^ (D 'j^mmic ^ i) t ^ c t 

j; T ^ -y 4r - ^' X X h AM# n S o « tt ti 0^ » ^ ?ij U X h © f ij ffl # . g « M 
^ a U X h 7 3 1 © y{ >y ^ - ^ i>' X X h ^ g # fiX L . n % % « © i^^ « J; 
D a ^ ^ n /c p< 7 * - >>■ ^" >>~ X X h t Jrt $x -r § C i: j; 0 . S « tu * ^ u X h 7 3 1 © 

[ 0 0 6 4 ] 

J&^fo'. Mi^7 >y ^^afSi^Xx AlcJJV^Tti. S ttE 0^ « ^Sil U X h ^ * ^1^ g a ^ § 
HS-9--/^©#ft^€^-r§i:i:tiaiiT'fe§fcJ6. ^>>y V U - ^m^t ?> ±r <DmM 
*^HttiIHI!«*^U X h^%tf L^l§ *.©i:-r§o SttliEB^«*a U X h ^fgtT L/cS* 40 
a. ffl©4i*tcMttliE0^»^$»UXh^:/n-F*^Xhia*1-§ii^tcJ:t). {i©S* 

*3 T S 14 11 Bil » © W tt ^ It E -r 5 d -P ^ ?. o t /c. -y h 7 - ^ S S M t 
fc r#ac . ^ Si * « tt fi Bj! « * a U X h ^ ffl S ic i<! » L . m 14 E BJ! » a U X h r - 7 /L' 
6 3 0^fjt^t-5c:i;lc<J;Dgir©*ctt^lSi^t-§o ^fe. R'l4E0J!»*xbUXhfgfT© 

[ 0 0 6 5 ] 

* % 0^ © H SS © «8 It § ^ 7 F =J-> -y ^ a ffl X X A © K o i/^ T 0 ffi ^ # 

ss t T iJi 0^ -r § o * ^ 0fl © © ^ T' {± . s * -y f 7 - « « ^ r ?> fc i6 a 
. ^mt'^mitmmm(D^n^^if^ rw^sgj ©^ii ch 7 t/ias 1 5) so 
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JSttiIM»^fflv^Tig|£^^f^ rffii:iiiEjo#i«(0i8) t^mischtLX\.^^o 

C n 5 H 7 . 0 1 5 *5 J; t>*0 1 8 tCfc'tt 5§fflaa. liliS* 3 0 0 tCfctt §SlJ0g|5 3 3 
[ 0 0 6 6 ] 

\m * fi Hii © * * o jf^ n *5 tj- § »^ s s CO # Hi 0 n 1 (ommm^ fr-t mx^ ^ ^ o 

C ex. « * A (10 0) K tc h 7 - ^ # A L T S S tt K 0J! » 18 * D 
. 4S*B (2 0 0) tiiratc^. -yh7-^'li:#ALJ;di:LTV^^S!*-C-fe§o 
[ 0 0 6 7 ] 

li « 7 F * >y a « X X A ic *5 # ^ * a ^ ffl o s * ic i a o # ^ a f> § /c 

LX(D^-^ymm(0^^^tsm^r£ifXitrs:<. lf:-n>tS|glcM6;^)^®r-^'lfffi*^ 
# to ^ n ^ t> ^ t? o C © H 7 © T' , ^ * B ( 2 0 1 ) t ^ - 3 y 2 0 

I l^SiAA/fj^Sflt (10 1) . m^Ati^mm (102) Lfclf-3>1 022^«* 
B LTl^S ( 2 0 2 ) . cmciilO . A fc' J; i«* B a. « T O * ^ ^ - 3 

[ 0 0 6 8 ] 

iltieti'-n>20 1 lj5<ttfl 022©7b-AlifiSc«gI8©ii'9T-$>5o ^-ny 
7 P - A 8 1 0 . ^ -y :5^~g|5 8 1 1 t. ^ P - K SP 8 1 2 ^ 6 « « S n § o S /c ^ ^ 

■y ^"sp 8 1 1 li&.'if 8 1 3 i: . ii.^s*iisy? a i 4 ^ . mmw^^mm^ s 

1 5i:. S{I«*liSiJ?8 1 6i:. 7P-AligiJ8 1 it. «ttfiil»oWI«8 1 8i:^ 20 
o ^ *5 . S * ii giJ ^ ^ M CO <t 9 >y h 7 - ^7 1*1 *5 T * ^ - ^ H gfj f § ^> © 

T n a' J; < . m a\ - -9- 'y h ( a ti; m) t *5 it s m a c 7 f i> x ^ ffl § 

«h -r- t o .-^JjwiMmm^ 8 1 4a. C © 7 U - A © * I? ^ 5fe © 4S * © * ii so ^ T- $1 
o Id' - n > 7 y - A 8 1 0 (± , C © * Sir,! 3^ ,1 Wl 8 1 4 ic fi 7 D - F 4^ ^ X F 7 F 
X ( f J X H\ ± T © Id' -y h 1 ) IS ^ n § o 
[ 0 0 6 9 ] 

3MflS*liffl^ 8 1 5 43 j; i[>*S«S*iiS(J^ 8 1 6{±. 7 l--A>Srf|5|«1-§^^CfflV^a 
n 5 o IS S 7 F 5^ >y a « i> X r A $5 1/^ T « , -y F 7 - ^ © ^ T © S * *^ il » a ft 

-etstanfe-r. «iKoaA^^v>s*'\7 i^- A^&iMft Lfcv^^^tcttffl©^*^^ l 30 

Tv;^g^.t^■y7'^c<J;DafflfiSS^BIS:L=5:^^n{^^?.^l^o i:©Ji^tC7^-A©)^SIi 

;&^T^«*raT-f^fflsn§©;b^']iM^I4i*ilSlJ?8 1 5 *3 j;y'Sff s^nsy? 8 1 6-e$)§ 

[ 0 0 7 0 ] 

7 - A a gij 8 1 7 It. 7 b - A © 11 gij ^ -r t © T- 0 , C C « . - 3 > 7 b - 
L.X&^il t^^^t. /i tt a H>] <f O « 8 1 8a. 'y F 7 - ^7 « 7 ^ -b X -r § ffl PI 
^ ^ t- « tt SE 0^ » ^ tr - =3 7 U - A © S Tt; S * W t T § A> § ^ S -r t © T *3 5 
o m 7 (OWmmmi^-'r y 7.Xii. S * B a S 14 iE » % W t T i.^ /c i6 . c © ills tt ,li£ 

B^»©w«8 1 8ica rwtTv^^vM gA^^^^?n§o ^fc, c © e- n y 7 u- a©- 
f?ij -e a . n - F gp 8 1 2 © T - 8 1 9 a ffl © If IS a ^ t n ^ o 40 

[ 0 0 7 1 ] 

s*Aa. s*B*^p>5tfl?nfce-ny2o 1 i^sfi (1 0 n -rsi^, e-ny 

7b-A8 1 0 ©|i|},ii4S*iiBiJ? 8 1 4 43 j;!:fRttlIHi§»©lftt 8 1 8 ^ f" x >y ^ T 5 o 

* 4S ^ T § 4S * B B ttSE 0J1 » ^ W L T iS: i ||J »r t- 5 i: . S * A a ® 'ft II i1 « 5S 
lTffi«^-r5j;54S*BCMLTif^-r5^*pi^^*>C^^a*^ y-b->>'l 0 3 Z^miE 

(1 0 3 ) -r § o ^ 43 . o d T' a s 'ft 11 0/5 - < s / y -b - ^ g » « -r 5 ii ^ « 

£ L T e - 3 y ^^ $ n -5 « tt II Bj3 • CD *■ IS ^ aE b T § «ii * A a il © M 'ft ,ffi BiJ S 
©*^^^x>y^-<i-rtctti(©^^5y^^T-S*Blc>t^bT«ttSE^»f§tT««^>y-t- 

[ 0 0 7 2 ] 50 
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CI O R tt IE 0^ » ffi ^ / -t - 1 0 3 2 © 7 U - A fi!c H 9 « ffi 0 T § o IS tt 

mmm^'nmmy u-L. 8 z oit. 'N-y^gps 2 1 t. -?-ra-Fgi58 2 zi:*^?.^^^^ 
n§o 'N-y ^'gp 8 2 1 a. 8 2 3 i:. f^i^i^^mwii" 8 2 A t. mmm^ 

mm^-s 2 5 1. ^ita^mmi- 8 2 6 t. y ]y-L.mw\8 2 i t^^ts. cn^^y ^ 
gP8 2 irtortstcov^ra. m 8 \c ^ <r) mm h fc \£ - y y u - L. 8 1 otiwiii-cfes 
o sft. c (D m-v^-mmm mn mmy ]y - 8 2 0 -e . -^^D-FgP8 2 2o-T^'-^82 

9 t L T . 51 ft 7i -e 5 S * A O i.^ I§ » E Bi! » 8 2 9 1 A^' $ i: ni) o u © 41 * A O i.^ 1 » 
l£iW»8 2 9 1 «. S*AO3:)jg»7--7";l'6 5 0{Ci^461«lft?nTV>?,fc©T$,5o ^ 
fc. x-^! 8 2 9 t LTtt. ^i>lf1»liEI|§» 8 2 9 1 © ffi t ii * H gij ? ^ ^ # A. "p- i o 
[ 0 0 7 3 ] _ 
S*B (i, S5l5A*^?,iMffl$ n/-c«ttllEH^»l8fTaSP< -y -tr-i>' 1 0 3 2 ^Sff -r § t 

. ^0DrtSA^e«*A^iiSES (2 0 3) -rso m^mmmmnmmy u~ L 8 2 

0 (D^hi^i^mmm'T- 8 2 3 ( a 9 ) ^<i^mmmmm 8 2 9 1 fc^t s is st o m w « 7 1 

6 (03) ^mfn33 4 0 (01) (c « S -r § <: It j; 0 . IE L IB It li 0i! » % ft « * T- 

fiiat*v^Si*©/rA^KCc tA";Tt?.o }i{i7t«4ii5i*A*Mat!-r?.s*'efeDM-o4S 

* A fC S 'ft E » ^ IS L T 9 C i: ^ m 0 -r ^ if , a - » it 3 5 0 (0 

1 ) J; 13 » tl » # % tf 5 o 
[ 0 0 7 4 ] 

a-^f~£D5tSf> (2 0 3) Jcj;Offi«A^S^^ti§i:. 4S*BtiSttEBJ^»|glT?:ttliT 20 
;5«tttt0S»%lTteliP<-yfe-->"2O4 1^4i*AlC3Mffl (204) "T^o CcDRttliBI 
M ^ y - 'J 2 0 A lcD7U'-A«««09©ffl*3"f-fe^> «'l4iE0^«?ltTa^ 
><-yb-i>l 0 3 2Q7b-A8 2 Oi:l^1tT'^§o -<l'a-KgP 8 3 20r-^8 3 9 
t LTigfi7tT-fe5«*B(Di.^MSiliEH^» 8 3 9 1 ^ t n S « § o 

[ 0 0 7 5 ] 

^ *5 . a - ^' (D 6i If, ( 2 0 3 ) J; D S ^ ffi S ^ tl fc tf ^ It (± . ^ * B « « *tt E » 
S ^ O ffi S jI a f S B 14 E Bfl S ?2 tf is ^ tl^ S ^ -y -t - * A iM fl 1" § J; 9 tc 

LTI^cfcv^o ii OKttEB;!»l§lf ilSffiS^ -y ■b->'07 U- A«fiicttH 1 ooao-f-^S 
§o «ttE0S»5g^fif^tBS7l^-A8 4 Oti, 'N^y^rgps 4 1 -^-Tn-FSM 4 2 
i: A^?>«fig?tl5o -N-y ^~~gl5 8 4 1 a. |!&.^*S*iiBIJ? 8 4 3 II .-^ ^ * It ffl ? 8 4 4 30 
i:. Sfl4S*iiSiJ? 8 4 5 SfflS!*iiSiJ? 8 4 6 i:. 7^-AaSij 8 4 7 S S 

Efel fi gij 8 4 8 i: ^ # o u n B -y 8 4 1 <D § K -D T . H 8 tc .t D fJ B^ L fc 
E' - n >7 A 8 1 Q hmmX'h^tf^. JgSaSaSU 8 4 8 ItOV^ra d OR1tlia^» 
fSffM«fgS7l^-A8 4 0!tfW©t'D-efe5o i:(DffiSaS«SiJ 8 4 8lta. ^iJx.«\ 
a--9-'KJ;S^^)?iL.Sttl?E^i:LTfSllt^V^^tD»fiA^3-F{k$nT*$nS 

[ 0 0 7 6 ] 

4S*A«. sS*B*^p.)Mffl^n/cattEBIj»^§lTft«;<-yt-v2 0 4 i^Siar?.t 
. ^<0rt^3b>p.i^*B;&iaiS (10 4) -r^o flJ^ii\ BttEBJ»5SfTtt«7U-A8 3 
0 <DtejSS*iiB'J? 8 3 3 (0 9 ) ^l.^lf1SIEB^« 8 3 9 1 tC4bnt§^^MIt©Pif=^« 7 1 40 

6 (03) ^S5^gP 3 40 (01) tca^1-§ci:icJ;f3, g53-©«ffiT-t§JS*T'fe5 

3 5 0 (HI) (C i 0 « El » f'F 5- fT d o 
[ 0 0 7 7 ] 

a - It J; D fit IS ^j: ? n S . 4S * A a IS tt E Bj^ » ^ IS ?. fc 46 S tt E Bii » IS It 
^ -y - i>- 1 0 5 2 ^ Si B ft (1 0 5) T S o il O S tt E BJ^ » ?i ^ -y "fe - 1 0 

5 2cD7U-Al8fi!tS0 1 lOaOtJ-feSo RttEB;i«5§ff7b-A8 6 0 B. -N-y^'g|5 
86 li:. -?^D-Fg|5862i:A^^Sfig^n§o 'N-y^g|5 86 1 {i. j!&^ffi*isSiJ?8 

6 3 i:. m^^^Mmm^ 8 & At. 3MfS«*iiBy? S 6 5 i:. Sffli^*iSgiJ? 8 6 e i:. 

y u-hmm 8 6 7 i:^#tyo cine.'N-y^gM 6 1 rtcDrtSicov^TtJs HgCckfJifi so 
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-A860 T«. -?-f'n-F«|3 862©x-^869i;LT. ^MtcT ^ B ^ Pf^ ^ 
# J: L T *i?s * A Ic J; 0 ^ n fc R 14 IE » 8 6 9 1 ^ S ti § o S * A 6 « '14 IE i! • 
^1^^ 1 0 5 2 ^S« ( 2 0 5 ) LfcSSBti. S 14 liE • % ff 7 P - A 8 6 0 

*^&StteBI§«869 l^aWLT. H14iiEB^»r-:/;V 620lCitStt-r?.o 
[ 0 0 7 8 ] 

^g. 43 ^ i - ^f- j; D 5t II (10 4) ffi s ? n « ^ a . fj^f.Aitm-&.mmmmhitK 

ilOf6S^a»J-r5M'l4iEBj|»fgtfffi«J§S^'y-b-v'~^4i*B(CjMfl!-r5j:^t-LTt 

ttlIB^«fltf a«ffi57 Ix-A 8 4 0 ^ |p]«T'ft 5o 10 
[ 0 0 7 9 ] 

HI 2 , * % Bj^ © 'I? ffi © ff^ fis *3 It 5 w m ^^M^iii<Dm I (Dmmm(Dmmm^7r^tm 

D i; t) ^ n § 'y -fe - I5( ^ M t o T- ^ § o c C V . ii * A ( l O o ) *^ M tt ii Bi! 
P^%lfS*T$.D, ffi*B (200) *«»f«#Aia*-<?S§;^a^ @70|gi©Ul«ifyi: 

ii«-efe§o ]iipss*A^e-3>^)MiiL^^*fePiaif-feo. 4i*B*^}ifl (23 1) l 

fctr-ny 2 3 1 1 =&«*A*^Sft (13 1) iS*A*^-iMfl (13 2) L fc f - 3 > 
1 3 2 2^S*B*-^gffl (2 3 2) t ?> C t iCi: <:) . iSi*AfcJ;t;4i*Btt5(/^(D4i*ii 

a D $) o 

[ 0 0 8 0 ] 

il © H 1 2 O {fij T- , m 7 (D m I (D 'Mmm t i,i 'M ^ . t:~ - n > ^ S f, , L /p^ tt „iE 
BS»fgtT4i*--e$.?.4S:* A (10 0) HttliE0I»%ff (070)204 
1 ) ^ § 5 c i: ^ < IfT »!# A S * -e ?. iifti * B ( 2 0 0 ) « L T )S tt ,i bJJ ,|f ^ ^£ I- 

. S14IIB^»f8fTa«^>y-b-'>" 1 3 3 20-^-ra-FgPOr-^te^i?)T5ift-r§o C 

Oti^OSttfiEB^»%fT««^ -b-i-" 1 3 3 2 ©7 1^-A«fi)c 1 8 2 0 ^01 3 Offl D 
T-^i3. '^^n-Fgpi 8220x-^l 8 2 9 t Lrm'€9ifQ^^<Dmitmmm I 82 
9 2;&^^l:■V^§*^^(.^TH9©SttSEBj^«5g^fffi«^-y^r-i^■«7^-A«(t8 20 30 

e -r C i: nJ tl ^ 5 o fc' . B 14 li BJ! » 51 « « ^ V -b - « 'ft ffi Bi^ » 1 8 2 9 2 * 

^tj*^SA^a. i^*B ( 2 0 0 ) ici3h-ryu-J.mm8 2 7 sfcs i 8 2 7 <i; Dioir 

•r 5 <fc ^ L T t J; < . ^ . gij )i 7 ^ - ;L' F ^ K It T ^ <73 7 ^ - ;V F © ^ t i »5 |IJ »T 
[ 0 0 8 1 ] 

mi 2(Dmmmx'ii. ssb (200 t*. «*a (1 00) (1 33) 

/clS'l4liEBi!«5§f?lg^^^-b->^i 3 3 2;&Sffl (2 3 3) -r^i:. ^cDrtgA^?.4S*A 

(10 0) ^5ifg-r 5, <?iJ^H\ SttfiEBi!«fgff ««7 Ix-A 1 8 2 0 O ;S S * li SO ? 
1 8 2 3 ^ « 1- ^ 0 t tc J; D , IE U 1,1; 14 „i Bj] « 5g It S * ^ S © *y K ^ ^ - -tf 40 
teffil-o utitiD. 7F^Xfi|ji*^i:j;§M,«©fe5S*^S0L=5:V^*S*'D^A^K 
<:c tl^-^-^ mmfi(Di^^A (1 00) *Mi«TS*S*t~fe'3l.oS*A (1 00) 

*^fiiT L/cMttii0ii»^stt An§«^tca. ttftffgp 3 5 0 (HI) Ki^mm 

Sfl^^tT^o 4iS*A (100) A^t,®S14liBj!»|gff1fK^-y-tr->>'1 3 3 2^SitAtl 
fciffi* B ( 2 0 0 ) ti> MttliEB^»liff ffl^7 l^-A 1 8 2 0 CD a - F 1 8 2 2 
P.«14IEB^»1 8292^atBLT. «ttiEB^»^-7;l/ 620 (SI) tC«ttT?.o 
[ 0 0 8 2 ] 

n--y^-lC J; OWE ( 2 3 3 ) =S: $ n § i: . ffi*B ( 2 0 0 ) ti S 14 E B^ » ^ ^T Ji « 
-y -b- 1 3 3 2 %Sii-r §iattliEB^»f§ff ^^S® P« -V -tr-i^ 2 3 4 1 ^ * A ( 1 0 
0 ) icmn ( 2 3 4 ) -r §o ^ cDjattiEB^»5Sff^ISSffiP< -fe-^^' 2 3 4 1 cD7 L^-A 50 
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[ 0 0 8 3 ] 

^ $3 . =L~^(Dmm ( 2 3 3 ) J; ^ 5 ^ n /c tf ^ . S * B ( 2 0 0 ) S 

■r 5 J; 9 L T J; o c © S tt II 0)5 » ^ It M « 5 ;< -fe - © 7 U - A « iS 8 4 0 

111 1 0 -e 0i! L /c O i: H « ® « ft T 3d 5 c 

[ 0 0 8 4 ] 

o (10 0) A^BttSEB^»%tTS*-efe ?3 . ( 2 0 0 ) fr # A S * 10 

Sii*B*s}MfS (22 1) L?£e-n>22 1 i;£r4i^*AA^§fflL (1 2 1) . ffi*A 
A^jMffi (1 22) L/cH-a>l 222>&ig:*BA^Sfa (222) ffi* 
A fc- j; t; ifS! * B a S o * ,1 y]iJ ? ^ ffi it r § o en e - n y 2 2 1 1 fc' J; y 1 2 2 2 

C)7b-A«iStfB]titCE|8CDllf3T-^§o 
[ 0 0 8 5 ] 

c(om I 5 (Dm 2 (DmmmTii. mi (Dm i ommmtitmr^'o . if-uy^^sinLtc 

BH»fltT«*7-fe?.S* A tc*f LTISttiE0Ji»fSfTft«^ -y-b- 2 2 5 1 ^ S ft ( 2 2 
5) r?>o c:oBttiEBj!»fgtf{S«^-y-b->^'2 O 4 l«D7P-A«fiSc8 3 OttSOKJ; 20 
OmfiLfcaOTfei.. t L t RttlEB^«|gtTffi« J< >y -fe-i^' 2 2 5 1 (D5Ifl5t 

Tfe S A Oi>igilEB^»*S* B L Tl/^^ V^^^lCti> « * B « i^MI » K » S 

5R;'«-y-fe-i>-2 2 3 i^mmt^ctK^'o'j>mmmm9^Wn^hKmMt?> (223) 

o d « i.^ r»T » 11 0)5 » B * 7 -tr - 2 2 3 1 (D 7 U - A « fiSt 1 8 7 0 0 1 6 © il D 

f3 . 0 7 COB 1 ©'^fiS^iJlCfc'l/^Tii^ t fc«ttiEBfl»fgfT««?< y ^-iy I 0 3 2 (D7 U 

-A8 2 0 (B19) t|SIfigT-fe§ofit>'^-l'D-KgP1 8 7 2 lca^^ii8tiEB^»(i#$ 

[ 0 0 8 6 ] 

'j>mmmmmm^>^ y-n-p 2231 (123) tfcsi* a a, 4figiir-7;i/ 
6 5 0 (Hi) KunLXh^?>&^^^(D{i>mm.umm^'jkmmmmms^it^>^ y't-i^ 30 

1 2 4 2tCj;Djifi (1 2 4) "TSo eitltCJcD. «i*B«HttfiEBa«?|fTS*-e^§4S 

^ A(D<i>mmmmm^^m (224) -r?.. ^j:*3. c ©i.^ii»ijE0i!»s*jss^ -y -t- j^* 

1 2 4 2©7b-A«Jtl 8 8 0 «H1 7O)iDl?fe0. ig70lllO^SaW(C43V^TSJ 
0i§ L rc IS 'tt ii 0/3 » ?g If ^ -y -b - >^ 1 0 3 2 © 7 1^ - A 8 2 0 ( E 9 ) i: IrI « T S o 
Fffl5 1 8 8 2 t bT3M{S7cS*-efe§S*A©^^MiiSEB^» 1 8 8 9 *^ 

[ 0 0 8 7 ] 

S*A«, «*BA^e.3^ffl$n/cS14liEi^«%R««^>ytr-i^2 2 5 l^grSfl-TSi: 
. ^©rt§*^?>S5SB^5tK (12 5) -rSo 0IJ^a\ SttiE0^»l§fftt«7 A 8 3 
0 *4;S*iigiJ^ 8 3 3 (0 9 ) ^^^MMIEB^» 8 3 9 1 Kt5lt§l^iailOWW« 7 1 40 
6 (03) ^«7j^gP 3 4 0 (0 1 ) t SSf S i: <k 0 . S5^-Offl«ll:-t 5«*T'fe§ 

g CD w ir * a - -^f- ffi -r o mm7b(Dm^Bt)U9mt ^^^r'$>tii£. a.~^iimrf^ 

3 5 0 ( 0 1 ) K j; O 5S i?. » ^ It 9 o 
[ 0 0 8 8 ] 

^ - 1f tc J; "? « E ^ $ n § i: . ^ a s; ^ si 0^ » ^ It S i6 M tt E 0i5 » fi It 
p< <y -b - iv* 1 2 6 2 ^ * B v 1 ^ fa § o c ti C J; D s * B a IS tt 11 0j§ » ^ 

(2 2 6) -rSo ^*5. ilcD«ttEBjJ^^gff^-yb-i^"1 2 6 2(D7U-A#|fi5c8 6 

0 a H 1 1 tc J; D Si B^ L /c a T' S § o 
[ 0 0 8 9 ] 
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* A g IE S « a © i: iS S t- 5 « ^ W ffi 5 K AMt *5 n n ff < . M n © 

[ 0 0 9 0 ] 

i:-r\ m^BioK ^.y hu-i^ic»x-r?,rcibKE~=iy 2 1 1 i$-s{t-r§ (2 1 1 

) o C(D^~uy 2 1 1 l®7b-Aff/Stt±)i©H8©aDT$,§o BI7€>S]tC5eii>' 
[ 0 0 9 1 ] 

ii/il * A . iSl * B 5 (3 ^ n fc tr - 3 y 2 1 1 I ^^mt?> t ( l i i ) . e - n y 

1 0 «littlEfV^II03WIS 8 1 8 ^ 9^ x ^ f 5 o ffi * B A"? H tt |E « ^ W L T 

5 i: ¥ijrrir ^ t . ffl* A (iffi!3^< B ic?t LTi^* A ^l?SE-r § J; d l^iiEM*^ >y -b-i^' 1 
1 2 2 ?r3MfSTS ( 1 1 2 ) o C ©l?JiES*^ -y-b - 1 1 2 2 ©7 U - A fiS? « H 1 9 
©at)t=£§o illiEig*7U'-A8 7 0(i. 'N-y^gPS? It. -<^D-Fg|5 8 7 2t;6^ 
P)«lS5n§o ^-y ^''■gp 8 7 1 tt. *^*i«SiJ? 8 7 3 i: . ll^SSiiSO? 8 7 4 i: . 

3i«s*iigij?875t. §«^*iiBij?876ii. 7 u - Kmm 8 7 7 t ^ ^ ts o 

6 g|5 8 7 1 © S t O T . H 9 K <t 0 m H L « tt liE BJ! * ?g ffi ^ 7 l> - 

8 2 0 tmmv&^o tfc. ccomummyu-Ks 7 oTii. '^^D-FgP 872©x 20 
-^879tLT. mmfix^ h ^i!^^ A <D<i>mmumm 879 1 ^ <fc t/sttiiB^* s 7 9 

2;b^'#fn^o S*AOi>llillE0^»8 7 9 1 {iS*AC>S^ax-7;l/6 5 OfC^46IS 
m^nrc^(DX'$)K). S*A©«ttliEH^»8 ? 9 2{ia*A<DB14iEB^«X-7;l'6 2 0 

^ 46 ^ ifl ? n fc © T $) § o 

[ 0 0 9 2 ] 

4S * B a , iSi * A fS ? n /cIS K S * ^ -y-fe - 1 l 2 2 ^ § ft 1" 5 t . ^ © ^ 

*^6^i*A^|gSEt-§ (2 1 2) „ Pli^Wtca. JS14MBfllffefTiiB!*'JXhx-7;b6 1 

ooi^MME0i5»6 1 2 (H2) ti^ ibm^mtim<D <i^?^m^ mmhx s c ©i^isittc j; ^ 

TllEB*><>y-b-i^l 12 2tC-&Stl§SttiIB^«8 7 9 2©Si&7 2 9 (H4) 
^r§CtKJ;DSSB#0>J-y-b-v''^"^S>"xXF^tf§o ^LT. Stt!IB^»8 7 9 2 30 
® B tt K HJl tf fg 7 2 1 ( 0 4 ) O ^ -y -fe - S^' ^* -r X X F ^ if fc §1 T § o CI £D ff 
^ fig ^ n fc ;^ >y t - ^'V X X F » € B# © ^ -y -fe - ^" ^' i>' X X F i: - a L T l/^ § 
t ^ 5t IS T o L u n ?> *^ - a L ^ t -r ti if . S tt II Bil » g ^ « C Sj; /u $ ti ^ 
tt $) 0 . S tt li fJfl « © M tl a * * t ^ 5 o laS # - S! L T V> 5 if 1% tt . ? t M tt 
S * ^ -y -t - >■ 1 1 2 2 ^ t n ^ S 14 II 0i3 » 8 7 9 2 © Pfr * # i> « 11 Bi! » IS SO ? 7 2 

3 (04) t\ igfiES*^>y-tr->*l 1 2 2tC^tn§i^ll»fiEW»8 7 9 1 0fg!7#7 

i4t5j;t>"i^U7;V#^7i2 (H3) ic-gfr§c:t;g:5ll!-r§o cnt^-mttiis. 

i,^9^mtrji^, 40 

[ 0 0 9 3 ] 

!l 6 3 0 # $ n T C i: ^ St If, T § £^ S ^'^ $> 5 o « tt 11 Bji * 8 7 9 2 O tT # 7 2 

4 43 J; 0 'J 7 ;V S ^ 7 2 2 ( H 4 ) S 14 K Bfj » ^ ^ U X F f - - ;P 6 3 0 © « tt 11 B)! 

»iiBij?6 3i (H5) ^c^$nTl/^§ii^^c^i, ^oBttiiB^»8 7 9 2 a^^Btsy6 
3 2^^lc^5a)bTv^;Si:i:tc;5:§c, ti^oT. ^©^^tc{iMttlIB^»©«Ktt*»t^ 

[ 0 0 9 4 ] 

iS*A©l!!II (2 1 2) tCfigiAt-i.^:. S8*B{i*S*A©|gtEtcfigiALftcii:;£:aS]-r 

§i^iEfigiA><-y-tr-i^2 1 3 I ^^mMcmmt^ (2 1 3) o ccDmmniPi ^ y ^ - 50 



(22) 



JP 2004-260803 A 2004. 9. 16 



2131(D|SliE/S^71x'-A«lfiStii02OOaOT-*§o l!!|ifS^7U-i.8 8 0ti. ^ 
y if§Vi8 8 1 t. -?'l'D-Fg|3882i;*^5.««$n§o 'N>y^^g|3 881 ti. ^^S*^ 
BIJ? 8 8 3 llj#.«*liglJ? 8 8 4 i:. 5g ffl «l * li BU ? 8 8 5 . ^ffi«*iiBlJ^ 8 8 

et. 7^-iAfigij8 8 7 ii^^t?o cnp.-^'y^^"a58 8 ii^(Drt§tcoi^Tas m 9 it 

i) mm L fc m'\ttimm §in mmy u - h 8 z o tmm-^-h^o is ii hSc * ^ -y -t - e^" 2 1 

3 1©®^. 7 " A fl giJ 8 8 7 f± IS 11 iS r/j 7 U - A i; * § o C CD |g K e » 7 ^ - 8 8 

0 T a . ? e. fc js if s fi so 8 8 8 ^ d ty A'!, is s hSc * « tf a # s « * □ 

[ 0 0 9 5 ] 

4i*A©Stt|EBj§»£DltfE (2 1 2) ICf^Kf^fc. ^ * B « 4S * A © IS |i fCiS 

^-y-tr-i/"£DtSiEJS^7P-A«)3gli02OtCj;»3iiWbfcaf3-efe§o fflL. 

^ ,y 7 ly-l.mm 8 8 7 tillSE*fe7 U - ^ . JS^ilSaSU 8 8 8 

^ 0 iff a n - F f k $ n T ^ c? n 5 o c: n ^ „ H he ^ -y -b - 2 1 3 1 t « IS 

ffi 5^ » -y -b - i^' a S * A (c 4o T § ft ^ ti T 51 IS ^ n § (1 1 3 ) . 
[ 0 0 9 6 ] 

in * A O S tt K 0J1 » ® ^ li (2 1 2 ) fig r ^ . ? tc S * B « 411 * A fc >ft t T Si 

* B ^gfif § j; ^ tf.iES5l<>« -y 2 i 4 i ^K^ffTS (2 i 4) o uOfglES*^ 

-y-b->^2 1 4 107^-A«fijt5i±a!©iai 9i:|Hl«T-feO. jM{B7CT-fe§S*B©i> 
r^1MfIB^« 8 7 9 1 :J3 <t t; « tt K » 8 7 9 2 ^ ^ n § o 20 
[ 0 0 9 7 ] 

«*A(i. S*B A^P,5M«$nfcllliES«P< >y-b-~>"2 1 4 1 ^SfSf^ 
A^P)«nl*B^aSSE-r-5 (1 1 4) o C(Di[|EOrt§tigttcSi0^t^jif31?fe»3^ SttUi^ 

• Oltll, «ttEBa»«RlTW#®WISs fccfc t>\ SttlIH.^»^5?!l U X h ■r-7;l' 6 3 0 CD 

5S IS ^ ^ tT ^ o 
[ 0 0 9 8 ] 

•^iSBOlSIE (2 1 2) ICfig^-r^i:. ii;^j*Att4;fti*B©ISSEtCfigaL/cCi:^ji^p-r 
§ IS tt fiSc ii3 ;^ -y -b - 1 i 5 2 ^ * B ic it ft f S (1 i 5 ) o ii © IS IE * ;^ -y -b - 

1 1 52CDigKlSg7U-A«fiSt{i±Kli©H20i:^1«-t:-»^o S/c, S*B©BttiEB^ 
»©l^liE (2 1 2 ) Lfc^^t 4S* A iiiig* B oiSttfcfigtt L/i c ;&aa-r 30 

•SlSli^te;^ -y t->>'^S* B KiSffT 5 c i: C ^ § o d ©fSliE**/ -y -b - i>' © IS II 

7 b - « IS t H 2 0 K i D Itt L fc a D T Sd 5 o C n IS II fS ft -y -b - 1 15 2 
f IS tt * ^ -y -b " (i is * B ?d T S {f ^ tl T fit IS ^ tl § (2 1 5 ) „ 
[ 0 0 9 9 ] 

d © j; 9 L T . ill * A fc' cfc iiffi * B tc 1/^ T S l> © iiffi © IS II C fig i^i T ?i 2^ ffi S g 
ii^TtS. C ©ffi5EIIA^5^7 L^^. Jl tt IE ffl » «It 41 * U X F r - 7 ;b 6 1 0 J; 

tffllttiE0a»^auxFf•-7;^6 3o©rt§%ffll:^^:s^tT^l^^T§o sfc if/ct 

;ittffi0^»5§tT4Si*tC^ o /c4S*{i, g S©4^F7iStiEB^»>SrifeT©4S*tc 7'P - F^ ^ X 
FEflJl-5o ??)tc. ±3i©j;otc. «ttSEH^»^a U X F ^%fT t/c«*a. ffi©4S* 
KlSttiIlW1t*^t(UXF^7n-F + i'XFE^-r§o c:ne.lc<tt). ;^'yF7-^'K» 40 

l%^©§4S*©ISttii0;3»58fT 4S* y X Fx-7;1^6 1 0 43 J;tf«ttlE0Jl»*xlj U X Fx 

-7';b 6 3 0©rt^g©|Bl-ttA'<il»$tl?.o 
[0100] 

* 0j^ © ^ fift © ffj II fcMt s « s 7 F 5^^ -y ^ ii ft X A © ^ 4S * © ffi a © »it n 

0 I ^ T S ffi ^ # PI L T 0i5 T 5 o 
[0101] 

H2 Iti. H7©M»!Sg©mi©IISS«(c*3it§llttlE0)3»%fT4ffii*©ffiS©?^n^ 

«ttlIB^»^WLTi/^?.g^^©t:-:3>'A^^LT(/^§A^S*^^iytt-r?. (Xf->y7S 9 

1 1) o K14II0^«^*LTi/^§g^^©lf-:3>A^^LTl/^n{±\ BttfiE0^»^%ff-r 50 
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;&^<D yA^/T^ LTv^^ttntf. ^©ii&jsssiiS'j^^aii LT. mmfcm^ 
icMLrm^umm(o^n^^mt^!it^mm.-r^ (xt-v:^s9 i 2) o 
[0102] 

^ © ft . B tt |£ 015 » © « ti (Xy-y f S 9 1 3 ) . ^ © ft H tt; *S * M T 

Stffg^a^LTfillS^fSt- (Xx-y:/S9 1 4) „ ^©|gS. ftli^^**MI«Tt5 
LT5ifI$tl/cii^tCtt (X^-;; y S 9 1 5 ) , ft « S * t M L T « tt K IW » ^ 
filTt-^ (Xr-y7°S9 1 6) o iffiiC StgA^jeS^n/cS^tcaftM^SStC^tbTS 

ttEi§»fgtTft«©lgS^ji*n-r § (x-r :/ s 9 i 7 ) o 

[0103] 

1) o ^©tS. e-:3yttjSSLfcffl©S**^P)©SttfE0^»%fTMSA'!fe5i: ( X t >y 
9 2 2 ) . ^©}i^^ L/c4S*©ag^:x-Hf (CiE-r ( X f- -y S 9 2 3 ) o )^fH7C 

© 4i * *Mf IB t Sffii * T- n if ^ © 4S * B tt E 0i5 » ^ f§ It t T t P> 9 d t^Mmt^B 
Mff^-^tl^ ( X -r 'y 7° S 9 2 4 ) „ C © 5$ g ^ ^ tl ^ © fS 7C S * *t t T IS tt 

iimm(D?in&m^n ^ (X7--yys 9 2 5) o cn tctf?. i«ttiiE0j!»©fgff^stt?) 

il i: 1 ( X r >y 7° S 9 2 6 ) o - ^ d © Bt K « n ^ n «' « S S © M ii « 5? 
7 -yr -fs « tt t£ BJ! » a §8 ^ n ^ o 
[0 1 0 4] 

fi7T;SS*7b^RttiiEBI§»^WLTi/^Sg^^©if-nyA^5^LTV^5A^SA^*¥UBT-r?> (X 
T -y y s 9 7 1 ) o li II 0/3 • ^ b T 1.^ § B ^ © e - 3 > L T n «\ « tt II 0^ 
»^%ifT§i£^'SA^^i^©-e. ii©w)tii?iis©saat±iTt)-rii:i«7fSo sn.um9^$i 

L T 5 ^ © e - 3 >*S;7 L T ttn«\ If - 3 > © ^ * IS SO ? ^ 61 IS L T . 
jMft?c4iffi*tC>r^LT)f4ttaElW,if^?nfL (Xf--yyS 9 7 2) , ^©Sttil^»^^i*^ 
>y -b - ^ i6 T M ffl -r § ( X X >y :/ S 9 7 3 ) o 
[0105] 

02 4f±. HI 2©«]ffieS©^i©^«i?!l©^ff$f!lti:*3tt§irM#A«*©$aa©S 

n^^N-THT-feSo ST, MttfiBji^^&WbTt/^^v^g^^-re-n^^Mft-r^ (xf- 

<y7°S9 8l)o ^©»s >{i:jS»Lfcft6©S**^e.©«ttiEi§»fitTS«*"^fe§ 
i: (Xx-y7°S 9 8 2) , ^©jf*^L/cS*©5t^> (Xx<y:/S 9 8 3) %a--*f^CiS 
t- o jM ft 7t © 4' * *Mf « -r 5 * T n tf ( X X -y :/ S 9 8 4 ) . (0 ^Mff L fc M 
ttflBi^ t T (Xx>y 7° S 9 8 5 ) , ^ © S tt tt » ^ S ^ t fcl ^ 5^ T ;< -fe - 
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